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Simphony-remote

[image: Documentation Status]
 [http://simphony-remote.readthedocs.io/en/latest/?badge=latest]The Simphony-remote is web service that allows users to start and work with simphony enabled environments remotely.

Key provided features:



	Isolated working environments using docker containers.

	No install remote access through a web browser.

	Sharing of working sessions.

	Based on community supported open source initiatives (JupyterHub)







Acknowledgments

This software is developed under the SimPhoNy project, an EU-project
funded by the 7th Framework Programme (Project number 604005) under
the call NMP.2013.1.4-1: “Development of an integrated multi-scale
modelling environment for nanomaterials and systems by design”.




Contents

This documentation is for simphony-remote 2.0 (2.0.0)



	Deployment

	Configuration

	Administration

	Utilities

	Design

	Developer documentation

	Troubleshoot








License

Copyright (c) 2016, SimPhoNy Consortium
All rights reserved.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions are met:


	Redistributions of source code must retain the above copyright
notice, this list of conditions and the following disclaimer.

	Redistributions in binary form must reproduce the above copyright
notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

	Neither the name of the SimPhoNy Consortium nor the
names of its contributors may be used to endorse or promote products
derived from this software without specific prior written permission.



THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS “AS IS” AND
ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE SIMPHONY CONSORTIUM BE LIABLE FOR ANY
DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;
LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND
ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.
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Deployment


Single Machine

Deployment of the complete system in a single machine/VM.


Note

The following instructions assume a clean up-to-date ubuntu 14.04
system.




	Retrieve the single user session manager:

git clone https://github.com/simphony/simphony-remote







	Make sure that you are obtaining a recent version of Docker, at least 1.12.
Full instructions available at the Docker website [https://docs.docker.com/engine/installation/linux/ubuntulinux/].
A Makefile rule is provided for convenience. NOTE: this overwrites the docker.list file you might have setup in your
/etc/apt/sources.d/ directory.  You might be prompted for the root password to execute this:

make dockerengine







	Install dependencies. You might be prompted for the root password to execute this:

make deps







	Make sure your docker server is running, and your user is allowed to connect to
the docker server (check accessibility of /var/run/docker.sock). You obtain this by
running:

sudo service docker start
sudo addgroup your_username docker





and logging out and in again. Check if your docker server is operative by running:

docker info







	Create and activate a virtual environment, then set the appropriate PATH for the node modules:

make venv
. venv/bin/activate
export PATH=`node bin`:$PATH







	Install the python dependencies:

make pythondeps







	And install the package itself:

make install







	Generate the SSL certificates if you do not already have them. The
resulting certificates will have names test.* because they are
self-signed and are not supposed to be used for production.
A CA-signed certificate should be obtained instead.
The certificates will be created in the jupyterhub directory:

make certs







	Create the database. By default, this is a sqlite file:

make db







	Change dir into jupyterhub:

cd ./jupyterhub





and verify that jupyterhub_config.py is correct for your deployment
machine setup (see Configuration).



	If you are using virtual users (users that are not present on the system) you need to create
a temporary space where the virtual user homes are created:

mkdir /tmp/remoteapp







	You can now start the service:

sh start.sh







	Visit the site at:

https://127.0.0.1:8000












Setup docker containers

Compatible docker containers can be found in DockerHub. Refer to the documentation
of simphony-remote-docker [https://github.com/simphony/simphony-remote-docker]
repository to deploy the images.




Setup Database Accounting

A database is needed for managing the remote applications available for each user.
Note that this database is in addition to the database created or used by JupyterHub.

Various accounting sources are supported:


	Default sqlite database

remoteappmanager by default uses a sqlite database remoteappmanager.db in
the current work directory.  The remoteappdb command-line tool is provided
for setting up the database.  Please refer to the Utilities
section for details on the use of this program.



	Other DBAPI [https://www.python.org/dev/peps/pep-0249/] implementations and databases

For database implementation supported by SQLAlchemy [http://docs.sqlalchemy.org/en/latest/index.html], you may configure
remoteappmanager to use remoteappmanager.db.orm.AppAccounting.
Please also refer to Configure the remoteappmanager for details on setting
up the accounting class.


Note

The use of databases other than sqlite3 is not tested





	CSV file

You may configurate remoteappmanager to use a CSV file as its database.
Please refer to Configure the remoteappmanager for details on setting up
the accounting class to use remoteappmanager.db.csv_db.CSVAccounting.



	Others

Any arbitrary database implementation may be used as long as an accounting
class compliant to the API of remoteappmanager.db.interfaces.ABCAccounting
is provided. Please also refer to Configure the remoteappmanager for details
on setting up the accounting class.








Start JupyterHub


	Start jupyterhub by invoking the start script:

sh start.sh






Note

If you want to keep the application running, use screen to start
a detachable terminal.




Note

Running on OSX or with a separate docker machine requires that the
appropriate environment variables are set before starting jupyterhub.
refer to the command docker-machine env to setup the appropriate
environment. In general, invoking:

eval `docker-machine env`





will enable the appropriate environment.
On Linux, by default the host machine and the docker machine coincide,
so this step is not needed.





	JupyterHub is now running at https://localhost:8000
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Configuration


Configure the spawner

The jupyterhub configuration is documented in the jupyterhub documentation [https://jupyterhub.readthedocs.io/en/latest/getting-started.html]. The
important difference is the spawner to use, which is configured as:

c.JupyterHub.spawner_class = 'remoteappmanager.jupyterhub.spawners.SystemUserSpawner'
# or
# c.JupyterHub.spawner_class = 'remoteappmanager.jupyterhub.spawners.VirtualUserSpawner'





in the jupyterhub_config.py file.

Please refer to remoteappmanager.jupyterhub.spawners for the available spawners
in this project.




Configure the authenticator and the admin user

Different authenticators can be plugged into jupyterhub. In the configuration
file, the following entry will change the authenticator:

c.JupyterHub.authenticator_class = ('remoteappmanager.jupyterhub.auth.WorldAuthenticator')





WorldAuthenticator will allow any user to pass authentication. Use this
authenticator only for testing purposes.

Administration capabilities are decided by jupyterhub, not remoteappmanager.
jupyterhub_config.py allows to setup admin users with the following entry:

c.Authenticator.admin_users = {"admin"}





Note that the entry must be a python set. Users in this set will, once logged
in, reach an administrative interface, instead of the docker application
management.




Configure the remoteappmanager

Configuration of the remote application is performed from two sources.


	the command line, specified by the Spawner.

	a config file. The location of this file is specified as part of the
command line options.



Their options are fully disjoint, and they configure different aspects
of the application: Command line options are dynamically decided according to
the user that requests the spawn; Config file options are general in nature,
and allow the remoteappmanager to perform adequately against the current
docker setup.


	Command line options

--base_urlpath                   The base url where the server resides
--config_file                    The path of the configuration file
--cookie_name                    The cookie name for authentication
--hub_api_url                    The url of the jupyterhub REST API
--hub_host                       The url of the jupyterhub server
--hub_prefix                     The url prefix of the jupyterhub
--ip                             The IP address to bind
--port                           Port at which to spawn
--proxy_api_url                  The url of the reverse proxy API
--user                           The user as specified at the jupyterhub login





When remoteappmanager is started from jupyterhub using the spawner,
all the command line options are filled in automatically.



	Config file

The remoteappmanager has a number of parameters configurable via a
config file.  The path of the config file should be specified in the
spawner in jupyterhub_config.py:

c.SystemUserSpawner.config_file_path = "/path/to/config.py"





Please refer to remoteappmanager.file_config.FileConfig for
the configurable parameters.  Note that this config file will be used
by all remoteappmanagers for any user.

For example, to use CSV as the database, /path/to/config.py would
contain the followings:

database_class = 'remoteappmanager.db.csv_db.CSVDatabase'
database_kwargs = {'url': '/path/to/csv_file'}
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Administration

As specified in the deployment section, the authenticator will grant administrative
rights to users in the specified set.
Once logged in, an administrative user will be served by a different application,
where it can add or remove users, applications, and authorize users to run specific
applications. It is also possible to stop currently running containers.

It is important to note that the administrative interface works only with
accounting backends supporting addition and removal. More specifically, it
does not support the CSV backend. Read operations are supported, but write
operations will be denied.
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Utilities

Simphony remote comes with two utility scripts:



	remoteappdb: Allows to add new applications, create new users, and
specify permissions between users and applications in a database from
the command line. It is targeted at system administrators.

	remoteapprest: Allows to start, stop, inquire running containers
from the command line.







Remoteappdb

Note: As of version 0.9.0 the management functionality of this utility is
also covered by the administrative web interface.

The script is aimed at system administrators using the database (by default,
a sqlite database) to perform accounting of users and applications.

The database must be first initialized with the init command:

remoteappdb ~/remoteappmanager.db init





Once initialized, the database content is ready to be configured.
New applications are registered with app create. The image name
must match the image name in docker:

remoteappdb ~/remoteappmanager.db app create myimage





The option –verify can be used to validate the image name against
docker.

You can also create users with the user create command:

remoteappdb ~/remoteappmanager.db user create myuser





An application will not be visible not can be started by a user
until permission is granted. To grant permission, use the app grant
command:

remoteappdb ~/remoteappmanager.db app create myimage myuser





By default, this command will grant no special options. It is however
possible to specify a different running policy, like for example mounting
a common home directory, with the following options:

--allow-home   Enable mounting of home directory
--allow-view   Enable third-party visibility of the running container.
--volume TEXT  Application data volume, format=SOURCE:TARGET:MODE, where
               mode is 'ro' or 'rw'.





Note that you can grant access to the same application with multiple, different
policies. Each application and policy will appear as a separate option in the
user choice of runnable applications.

The script provides additional functionality to inquire the current state
of the database, such as listing the current users, applications, revoke
permissions, remove applications and so on.




Remoteapprest

This script is experimental and exploits the REST API provided by the server to
allow inquiring, starting, and stopping containers from the command line.

Before using the CLI, you need to authenticate against the jupyterhub server
with the login command:

remoteapprest login http://jupyterhubserver.example/





You will be inquired about username and password. Once sucessfully logged in,
your credentials will be stored in a file .remoteapprest in your home directory.
Note that your password will not be saved, only an authentication token.

Once logged in, you can inquire about the available applications by issuing:

remoteapprest app available





Note that you don’t need to specify the endpoint. This command will show you a list
of the available applications, preceded by a unique identifier:

6dbe8e166c94b0b4b36a2d961586acc0: myapplication





This identifier can be used to start a new container, using the following command:

remoteapprest app start 6dbe8e166c94b0b4b36a2d961586acc0





The application will run, and can be seen with:

remoteapprest app running

83c18fcd833595a571d556a5e6c253f8: myapplication





Which will show a different identifier for this running instance.
Finally, the application can be stopped using the stop command:

remoteapprest app stop 83c18fcd833595a571d556a5e6c253f8











          

      

      

    


    
         Copyright 2016, SimPhoNy Project.
      Created using Sphinx 1.4.4.
    

  

    
      Navigation

      
        	
          index

        	
          modules |

        	
          next |

        	
          previous |

        	Simphony-remote 2.0.0 documentation 
 
      

    


    
      
          
            
  
Design

Simphony remote is derived from the Jupyterhub design with a custom single user
application that manages the available docker images for each user (Fig 1).


Components


[image: _images/components.png]
Figure. 1: Component diagram a basic remote app server based on the Jupyter hub
infrastructure.



	Reverse proxy: Proxy: the public facing part of the server
that uses a dynamic proxy to route HTTP requests to the Hub and
Single User Servers.



	Jupyter Hub: manages user accounts and authentication and
coordinates Single Users Servers using a Spawner.



	Single user manager: A web server to manage the images and the
active sessions. There is one such server for each authenticated user.



	Docker: The docker engine managing the docker containers.


Note

Docker containers are connected via HTTP.  HTTPS encryption
is only provided by the proxy.














Usecases


[image: _images/usecases.png]
Figure 2: Basic usecases



A Scientist should be able to:


	Login

	Inspect the available docker images

	Start a new session

	Stop a running session

	Share a session with another user



Furthermore an Administrator should be able to:


	Build compatible docker images

	Upload docker images.



The above design as of version 0.1 supports the usecases (see example in Fig 3):


[image: _images/base_workflow.png]
Figure 3: Sequence diagram of an authorised user starting a remote session.
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Developer documentation


RemoteAppManager

The main tornado web application that manages the containers (docker applications)
for each user.


Docker image specifications

Docker images compliant to the simphony-remote application define a protocol
through docker LABEL and environment variables.


Labels

Labels are defined with the prefix namespace:

eu.simphony-project.docker





The following labels are currently defined.
Their definition can be found in remoteappmanager.docker.docker_labels



	ui_name: the UI visible name of the image

	icon_128: a base64 encoded png image that will result as an icon

	description: a user-readable description of the image

	type: a string identifying the type of the container, depending on
the original base image (vncapp or webapp)

	env: subnamespace for accepted environment variables. See below.






The env is a subnamespace defining the environment variables the image internals
can understand.  This does not mean that they are the only ones that will be
passed to the image.

The naming strategy works around the docker label restrictions [https://docs.docker.com/engine/userguide/labels-custom-metadata/#/label-keys-namespaces]
of having kebab case [http://c2.com/cgi/wiki?KebabCase] vs envvars that are
traditionally MACRO_CASE. Additionally, it allows new variables to be added
by layers without having to know the variables understood by the base layer.

The strategy is as follows: the name after the env will be converted to uppercase
and dashes converted to underscores. For example:


env.x11-width -> container accepts and understands envvar X11_WIDTH


the value of the label is currently unused, and should be left empty.

If your application uses variables with a different convention, or uses double underscores,
you will have to define an auxilliary variable and transfer the value in the image
startup scripts.

Currently reserved env keys:



	x11-width: for the VNC images, the X11 width

	x11-height: for the VNC images, the X11 height

	x11-depth: for the VNC images, the X11 depth (currently unused, fixed at 16)









Container Labels

When a container is started, the following labels will be added:



	url_id: unique identifier that ends up in the URL when the
user is redirected

	mapping_id: a unique key identifying the combination of image
and policy used to start the container.

	user: the user that started the container









Environment variables

The following environment variables are passed at container startup:



	JPY_USER: the username used to login to the Jupyterhub frontend.
Can be an email address, or anything else your authenticator accepts.

	JPY_BASE_USER_URL: The base URL _path_ where the user has its service.

	USER: A unix-likable username to create the container user.

	URL_ID: a unique key assigned to the container that will end up in
the user-exposed URL to reach the container.






If the image accepts additional envvars (through the env labels mechanism outlined above)
these variables will be passed through the configurables mechanism: special variables
are recognized and exposed to the user as a configurable UI, then passed to the container
at startup. See the reserved env labels for details.








API reference


System Message: WARNING/2 (/home/docs/checkouts/readthedocs.org/user_builds/simphony-remote/checkouts/v2.0.0/doc/source/developer.rst, line 17)

failed to import remoteappmanager.application


System Message: WARNING/2 (/home/docs/checkouts/readthedocs.org/user_builds/simphony-remote/checkouts/v2.0.0/doc/source/developer.rst, line 17)

failed to import remoteappmanager.cli.remoteappdb.__main__


System Message: WARNING/2 (/home/docs/checkouts/readthedocs.org/user_builds/simphony-remote/checkouts/v2.0.0/doc/source/developer.rst, line 17)

failed to import remoteappmanager.db.orm


System Message: WARNING/2 (/home/docs/checkouts/readthedocs.org/user_builds/simphony-remote/checkouts/v2.0.0/doc/source/developer.rst, line 17)

failed to import remoteappmanager.docker.container_manager


System Message: WARNING/2 (/home/docs/checkouts/readthedocs.org/user_builds/simphony-remote/checkouts/v2.0.0/doc/source/developer.rst, line 17)

failed to import remoteappmanager.jupyterhub.auth


System Message: WARNING/2 (/home/docs/checkouts/readthedocs.org/user_builds/simphony-remote/checkouts/v2.0.0/doc/source/developer.rst, line 17)

failed to import remoteappmanager.jupyterhub.spawners


System Message: WARNING/2 (/home/docs/checkouts/readthedocs.org/user_builds/simphony-remote/checkouts/v2.0.0/doc/source/developer.rst, line 17)

failed to import remoteappmanager.webapi.application


System Message: WARNING/2 (/home/docs/checkouts/readthedocs.org/user_builds/simphony-remote/checkouts/v2.0.0/doc/source/developer.rst, line 17)

failed to import remoteappmanager.webapi.container


System Message: WARNING/2 (/home/docs/checkouts/readthedocs.org/user_builds/simphony-remote/checkouts/v2.0.0/doc/source/developer.rst, line 17)

failed to import remoteappmanager.webapi.admin.application


System Message: WARNING/2 (/home/docs/checkouts/readthedocs.org/user_builds/simphony-remote/checkouts/v2.0.0/doc/source/developer.rst, line 17)

failed to import remoteappmanager.webapi.admin.container


System Message: WARNING/2 (/home/docs/checkouts/readthedocs.org/user_builds/simphony-remote/checkouts/v2.0.0/doc/source/developer.rst, line 17)

toctree references unknown document ‘api/remoteappmanager.application’


System Message: WARNING/2 (/home/docs/checkouts/readthedocs.org/user_builds/simphony-remote/checkouts/v2.0.0/doc/source/developer.rst, line 17)

toctree references unknown document ‘api/remoteappmanager.cli.remoteappdb.__main__’


System Message: WARNING/2 (/home/docs/checkouts/readthedocs.org/user_builds/simphony-remote/checkouts/v2.0.0/doc/source/developer.rst, line 17)

toctree references unknown document ‘api/remoteappmanager.db.orm’


System Message: WARNING/2 (/home/docs/checkouts/readthedocs.org/user_builds/simphony-remote/checkouts/v2.0.0/doc/source/developer.rst, line 17)

toctree references unknown document ‘api/remoteappmanager.docker.container_manager’


System Message: WARNING/2 (/home/docs/checkouts/readthedocs.org/user_builds/simphony-remote/checkouts/v2.0.0/doc/source/developer.rst, line 17)

toctree references unknown document ‘api/remoteappmanager.jupyterhub.auth’


System Message: WARNING/2 (/home/docs/checkouts/readthedocs.org/user_builds/simphony-remote/checkouts/v2.0.0/doc/source/developer.rst, line 17)

toctree references unknown document ‘api/remoteappmanager.jupyterhub.spawners’


System Message: WARNING/2 (/home/docs/checkouts/readthedocs.org/user_builds/simphony-remote/checkouts/v2.0.0/doc/source/developer.rst, line 17)

toctree references unknown document ‘api/remoteappmanager.webapi.application’


System Message: WARNING/2 (/home/docs/checkouts/readthedocs.org/user_builds/simphony-remote/checkouts/v2.0.0/doc/source/developer.rst, line 17)

toctree references unknown document ‘api/remoteappmanager.webapi.container’


System Message: WARNING/2 (/home/docs/checkouts/readthedocs.org/user_builds/simphony-remote/checkouts/v2.0.0/doc/source/developer.rst, line 17)

toctree references unknown document ‘api/remoteappmanager.webapi.admin.application’


System Message: WARNING/2 (/home/docs/checkouts/readthedocs.org/user_builds/simphony-remote/checkouts/v2.0.0/doc/source/developer.rst, line 17)

toctree references unknown document ‘api/remoteappmanager.webapi.admin.container’







	remoteappmanager.application
	


	remoteappmanager.command_line_config
	


	remoteappmanager.file_config
	


	remoteappmanager.jinja2_adapters
	


	remoteappmanager.netutils
	


	remoteappmanager.traitlets
	Additional traitlets that we use in our application.


	remoteappmanager.user
	


	remoteappmanager.utils
	


	remoteappmanager.cli.remoteappdb.__main__
	


	remoteappmanager.cli.remoteapprest.__main__
	


	remoteappmanager.db.csv_db
	This module provides support for using CSV file as the database of the remoteappmanager.


	remoteappmanager.db.interfaces
	


	remoteappmanager.db.orm
	


	remoteappmanager.docker.async_docker_client
	


	remoteappmanager.docker.container
	


	remoteappmanager.docker.container_manager
	


	remoteappmanager.docker.image
	


	remoteappmanager.jupyterhub.auth
	


	remoteappmanager.jupyterhub.spawners
	


	remoteappmanager.handlers.base_handler
	


	remoteappmanager.handlers.user_home_handler
	


	remoteappmanager.logging.logging_mixin
	


	remoteappmanager.webapi.application
	


	remoteappmanager.webapi.container
	


	remoteappmanager.webapi.admin.application
	


	remoteappmanager.webapi.admin.container
	


	remoteappmanager.services.hub
	


	remoteappmanager.services.reverse_proxy
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command_line_config

Classes







	CommandLineConfig(*args,**kwargs)
	Configuration options for the application server















	
class remoteappmanager.command_line_config.CommandLineConfig(*args, **kwargs)[source]

	Bases: traitlets.traitlets.HasTraits

Configuration options for the application server


	
base_urlpath = Unicode

	The base url where the server resides






	
command_line_options_inited = False

	




	
config_file = Unicode

	The path of the configuration file






	
cookie_name = Unicode

	The cookie name for authentication






	
hub_api_url = Unicode

	The url of the jupyterhub REST API






	
hub_host = Unicode

	The url of the jupyterhub server






	
hub_prefix = Unicode

	The url prefix of the jupyterhub






	
ip = Unicode

	The IP address to bind






	
parse_config()[source]

	Parses the command line arguments, and assign their
values to our local traits.






	
port = Int

	Port at which to spawn






	
proxy_api_url = Unicode

	The url of the reverse proxy API






	
user = Unicode

	The user as specified at the jupyterhub login
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file_config

Classes







	FileConfig(*args,**kwargs)
	Configuration options for the application server.















	
class remoteappmanager.file_config.FileConfig(*args, **kwargs)[source]

	Bases: traitlets.traitlets.HasTraits

Configuration options for the application server.
They are sourced from the configuration file.


	
database_class = Unicode

	The import path to a subclass of ABCDatabase

Default: ‘remoteappmanager.db.orm.ORMDatabase’






	
database_kwargs = Dict

	The keyword arguments for initialising the Database instance

Default: {‘url’: ‘sqlite:///remoteappmanager.db’}






	
docker_config()[source]

	Extracts the docker configuration as a dictionary suitable
to be passed as keywords to the docker client.






	
docker_host = Unicode

	The docker host to connect to

Default: ‘’






	
docker_realm = Unicode

	Docker realm is a label added to containers started by this deployment
of simphony-remote. You should change this to something unique only if
your machine is already running other simphony-remote instances, all
using the same docker server. Failing to do that would allow different
simphony-remote instances to see (and interact with) each other’s
containers.

The docker realm. Identifies which containers belong to a specific instance of simphony-remote.

Default: ‘remoteexec’






	
ga_tracking_id = Unicode

	The google analytics tracking id






	
login_url = Unicode

	The url to be redirected to if the user is not authenticated for pages that require authentication

Default: ‘/hub’






	
network_timeout = Int

	The timeout (seconds) for network operations

Default: 30






	
parse_config(config_file)[source]

	Parses the config file, and assign their values to our local traits.






	
static_path = Unicode

	The path where to search for static files






	
template_path = Unicode

	The path where to search for jinja templates






	
tls = Bool

	If True, connect to docker with tls

Default: False






	
tls_ca = Unicode

	Path to CA certificate for docker TLS

Default: ‘’






	
tls_cert = Unicode

	Path to client certificate for docker TLS

Default: ‘’






	
tls_key = Unicode

	Path to client key for docker TLS

Default: ‘’






	
tls_verify = Bool

	If True, verify the CA certificate against a known or self-signed CA certificate

Default: True
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jinja2_adapters

Functions







	gravatar_id(value)
	Computes the gravatar identifier for a given value (normally email) Used for jinja filter.















	
remoteappmanager.jinja2_adapters.gravatar_id(value)[source]

	Computes the gravatar identifier for a given value (normally email)
Used for jinja filter.





Classes







	Jinja2LoaderAdapter(env)
	Adapts the Jinja2 environment to act as a loader as desired by tornado.


	Jinja2TemplateAdapter(template)
	Adapts the Jinja template interface to act as a tornado template.















	
class remoteappmanager.jinja2_adapters.Jinja2LoaderAdapter(env)[source]

	Bases: object [https://docs.python.org/2/library/functions.html#object]

Adapts the Jinja2 environment to act as a loader
as desired by tornado.

The class uses duck typing to implement the interface of tornado.BaseLoader
and relies on jinja caching to hold the premade templates.

Initializes the adapter.





	Parameters:	env (Environment) – the jinja2 environment






	
load(name, parent_path=None)[source]

	Loads the template with a given name.





	Parameters:	
	name (str [https://docs.python.org/2/library/functions.html#str]) – the simple name of the template.

	parent_path (str [https://docs.python.org/2/library/functions.html#str]) – The parent path (unused)






	Returns:	
	Jinja2TemplateAdapter object, adapting a jinja template into a tornado

	template interface
















	
reset()[source]

	Resets the LRU cache in jinja template environment.
The method is already thread safe.






	
resolve_path(name, parent_path=None)[source]

	Returns the absolute name of the template according to the loader.





	Parameters:	
	name (str [https://docs.python.org/2/library/functions.html#str]) – the simple name of the template.

	parent_path (str [https://docs.python.org/2/library/functions.html#str]) – The parent path (unused)






	Returns:	




	Return type:	The absolute path of the template
















	
class remoteappmanager.jinja2_adapters.Jinja2TemplateAdapter(template)[source]

	Bases: tornado.template.Template

Adapts the Jinja template interface to act as a tornado template.
It reimplements the base class, but it uses no functionality of it.


	
generate(**kwargs)[source]

	Generate this template with the given arguments.
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netutils

Functions







	wait_for_http_server_2xx(url[,timeout])
	Wait for an HTTP Server to respond at url and respond with a 2xx code.















	
remoteappmanager.netutils.wait_for_http_server_2xx(url, timeout=10)[source]

	Wait for an HTTP Server to respond at url and respond with a 2xx code.
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traitlets

Functions







	as_dict(traited_instance)
	Returns a dictionary from the traited class, with keys equal to trait names and values the corresponding values.


	set_traits_from_dict(traited_instance,d)
	Given a class with traitlets and a dictionary with keys corresponding to the traitlet names, set the traitlets to the associated dict values.















	
remoteappmanager.traitlets.as_dict(traited_instance)[source]

	Returns a dictionary from the traited class, with keys
equal to trait names and values the corresponding values.






	
remoteappmanager.traitlets.set_traits_from_dict(traited_instance, d)[source]

	Given a class with traitlets and a dictionary with keys corresponding
to the traitlet names, set the traitlets to the associated dict values.

Note: if a set operation fails, the appropriate traitlet exception is
raised. Traitlets that were already set won’t be rolled back.





Classes







	UnicodeOrFalse([default_value,allow_none,...])
	Declare a traitlet.















	
class remoteappmanager.traitlets.UnicodeOrFalse(default_value=traitlets.Undefined, allow_none=False, read_only=None, help=None, config=None, **kwargs)[source]

	Bases: traitlets.traitlets.Unicode

Declare a traitlet.

If allow_none is True, None is a valid value in addition to any
values that are normally valid. The default is up to the subclass.
For most trait types, the default value for allow_none is False.

Extra metadata can be associated with the traitlet using the .tag() convenience method
or by using the traitlet instance’s .metadata dictionary.


	
info_text = 'a unicode string or False'

	




	
validate(obj, value)[source]
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user

Classes







	User(*args,**kwargs)
	Represents the user.















	
class remoteappmanager.user.User(*args, **kwargs)[source]

	Bases: traitlets.traitlets.HasTraits

Represents the user. It holds a reference to the ORM user, if
available.


	
account = Any

	Can be none if the username cannot be found in the database.

any value






	
name = Unicode

	a unicode string
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utils

Functions







	deprecated(func)
	Decorator.


	mergedoc(function,other)
	Merge the docstring from the other function to the decorated function.


	one(elements)
	Returns True if only one element is not None, false otherwise


	parse_volume_string(volume_string)
	Parses a volume specification string SOURCE:TARGET:MODE into its components, or raises click.BadOptionUsage if not according to format.


	remove_quotes(s)
	Removes start/end quotes from a string, if needed.


	url_path_join(*pieces)
	Join components of url into a relative url path Use to prevent double slash when joining subpath.


	with_end_slash(url)
	Normalises a url to have an ending slash, and only one.


	without_end_slash(url)
	Makes sure there is no end slash at the end of a url.















	
remoteappmanager.utils.deprecated(func)[source]

	Decorator. Marks a function/method as deprecated.






	
remoteappmanager.utils.mergedoc(function, other)[source]

	Merge the docstring from the other function to the decorated function.






	
remoteappmanager.utils.one(elements)[source]

	Returns True if only one element is not None, false otherwise






	
remoteappmanager.utils.parse_volume_string(volume_string)[source]

	Parses a volume specification string SOURCE:TARGET:MODE into
its components, or raises click.BadOptionUsage if not according
to format.






	
remoteappmanager.utils.remove_quotes(s)[source]

	Removes start/end quotes from a string, if needed.
If s is not a string, it is returned untouched.






	
remoteappmanager.utils.url_path_join(*pieces)[source]

	Join components of url into a relative url path
Use to prevent double slash when joining subpath. This will leave the
initial and final / in place

Assume pieces do not contain protocol (e.g. http://)






	
remoteappmanager.utils.with_end_slash(url)[source]

	Normalises a url to have an ending slash, and only one.






	
remoteappmanager.utils.without_end_slash(url)[source]

	Makes sure there is no end slash at the end of a url.





Classes







	mergedocs(other)
	Merge the docstrings of other class to the decorated.















	
class remoteappmanager.utils.mergedocs(other)[source]

	Bases: object [https://docs.python.org/2/library/functions.html#object]

Merge the docstrings of other class to the decorated.
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__main__

Functions







	main()
	















	
remoteappmanager.cli.remoteapprest.__main__.main()[source]

	



Classes







	Credentials(url,username,cookies)
	Data class to hold the credentials extracted from the credential file.


	RemoteAppRestContext
	The click context passed around.















	
class remoteappmanager.cli.remoteapprest.__main__.Credentials(url, username, cookies)[source]

	Bases: object [https://docs.python.org/2/library/functions.html#object]

Data class to hold the credentials extracted from the credential file.


	
classmethod from_file(credentials_file)[source]

	Extracts the authorization info from the credentials file.
Returns a tuple with url, username, and a dict of credentials
cookies






	
write(credentials_file)[source]

	Stores the credentials in a credentials file.










	
class remoteappmanager.cli.remoteapprest.__main__.RemoteAppRestContext[source]

	Bases: object [https://docs.python.org/2/library/functions.html#object]

The click context passed around.


	
credentials = None

	




	
credentials_file = None
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csv_db

Classes







	CSVAccounting(id,user,application,...)
	


	CSVApplication(id,image)
	


	CSVApplicationPolicy([allow_home,...])
	


	CSVDatabase(csv_file_path,**kwargs)
	Database class that reads a CSV file and is used by the remoteappmanager.


	CSVUser(id,name)
	















	
class remoteappmanager.db.csv_db.CSVAccounting(id, user, application, application_policy)[source]

	Bases: remoteappmanager.db.interfaces.ABCAccounting






	
class remoteappmanager.db.csv_db.CSVApplication(id, image)[source]

	Bases: remoteappmanager.db.interfaces.ABCApplication






	
class remoteappmanager.db.csv_db.CSVApplicationPolicy(allow_home=False, allow_view=False, allow_common=False, volume_source=None, volume_target=None, volume_mode=None)[source]

	Bases: remoteappmanager.db.interfaces.ABCApplicationPolicy






	
class remoteappmanager.db.csv_db.CSVDatabase(csv_file_path, **kwargs)[source]

	Bases: remoteappmanager.db.interfaces.ABCDatabase

Database class that reads a CSV file and is used by the
remoteappmanager.  Currently only accepts one csv file.

Initialiser





	Parameters:	
	csv_file_path (str [https://docs.python.org/2/library/functions.html#str]) – File path for the CSV file

	**kwargs – optional keyword arguments for open(csv_file_path)










	
create_application(app_name)[source]

	Creates a new application with the specified name.
Raises if an application with the same name already exists





	Parameters:	app_name (str [https://docs.python.org/2/library/functions.html#str]) – The name of the application


	Returns:	id – The id of the created application


	Return type:	int [https://docs.python.org/2/library/functions.html#int]


	Raises:	exceptions.Exists – If the application already exists.










	
create_user(user_name)[source]

	Creates a user with the specified username, if the backend
allows it.





	Parameters:	user_name (str [https://docs.python.org/2/library/functions.html#str]) – The user name


	Returns:	id – The unique id of the user


	Return type:	int [https://docs.python.org/2/library/functions.html#int]


	Raises:	exceptions.Exists – If the user with that name already exists.










	
get_accounting_for_user(user)[source]

	Returns the accounting information for a given user





	Parameters:	user (opaque-type) – Same type as the result of get_user


	Returns:	each item of the list should be an instance satisfying the
ABCAccounting format (duck typing)


	Return type:	list










	
get_user(*, user_name=None, id=None)[source]

	Return a User for a given user_name or id, or return
None if the User is not found. Only one argument is allowed.





	Parameters:	
	user_name (str [https://docs.python.org/2/library/functions.html#str]) – The user name

	id (int [https://docs.python.org/2/library/functions.html#int]) – An id






	Returns:	user – an user object that the database understands




	Return type:	opaque-type












	
grant_access(app_name, user_name, allow_home, allow_view, volume)[source]

	Grant access for user to application.





	Parameters:	
	app_name (str [https://docs.python.org/2/library/functions.html#str]) – The name of the application

	user_name (str [https://docs.python.org/2/library/functions.html#str]) – The name of the user

	allow_home (bool [https://docs.python.org/2/library/functions.html#bool]) – If the home workspace should be mounted.

	allow_view (bool [https://docs.python.org/2/library/functions.html#bool]) – If the session should be visible by others.

	volume (str [https://docs.python.org/2/library/functions.html#str]) – A volume to mount in the format source_path:target_path:mode
mode being “ro” or “rw”.
(e.g. “/host/path:/container/path:ro”).






	Raises:	
	exception.NotFound: – if the app or user are not found.

	ValueError: – if the volume string is invalid.






	Returns:	id – A 32 characters id (mapping_id)




	Return type:	str [https://docs.python.org/2/library/functions.html#str]












	
list_applications()[source]

	List all available applications





	Returns:	applications – A list of the available apps.


	Return type:	list










	
list_users()[source]

	Returns a list of all available users.





	Returns:	users – A list of users.


	Return type:	list










	
remove_application(*, app_name=None, id=None)[source]

	Remove an existing application by name or id, depending
what is provided. Only one argument is allowed.
If the application is not present, does nothing.





	Parameters:	
	app_name (str [https://docs.python.org/2/library/functions.html#str]) – The name of the application

	id (int [https://docs.python.org/2/library/functions.html#int]) – The id of the application






	Raises:	exception.NotFound – If the application is not found.












	
remove_user(*, user_name=None, id=None)[source]

	Removes a user by name or id, if the backend allows it.
Only one argument is allowed. If the user is not present,
does nothing.





	Parameters:	user_name (str [https://docs.python.org/2/library/functions.html#str]) – The user name










	
revoke_access(app_name, user_name, allow_home, allow_view, volume)[source]

	Revoke access for user to application.





	Parameters:	
	app_name (str [https://docs.python.org/2/library/functions.html#str]) – The name of the application

	user_name (str [https://docs.python.org/2/library/functions.html#str]) – The name of the user

	allow_home (bool [https://docs.python.org/2/library/functions.html#bool]) – If the home workspace should be mounted.

	allow_view (bool [https://docs.python.org/2/library/functions.html#bool]) – If the session should be visible by others.

	volume (str [https://docs.python.org/2/library/functions.html#str]) – A volume to mount in the format source_path:target_path:mode
mode being “ro” or “rw”.
(e.g. “/host/path:/container/path:ro”).






	Raises:	
	exception.NotFound: – if the app or user are not found.

	ValueError: – if the volume string is invalid.














	
revoke_access_by_id(mapping_id)[source]

	Like revoke_access, but uses the mapping id instead.










	
class remoteappmanager.db.csv_db.CSVUser(id, name)[source]

	Bases: object [https://docs.python.org/2/library/functions.html#object]
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interfaces

Classes







	ABCAccounting(id,user,application,...)
	


	ABCApplication(id,image)
	Description of an application


	ABCApplicationPolicy([allow_home,...])
	Policy for an application


	ABCDatabase
	Main accounting interface required by the single user application.















	
class remoteappmanager.db.interfaces.ABCAccounting(id, user, application, application_policy)[source]

	Bases: object [https://docs.python.org/2/library/functions.html#object]






	
class remoteappmanager.db.interfaces.ABCApplication(id, image)[source]

	Bases: object [https://docs.python.org/2/library/functions.html#object]

Description of an application


	
id = None

	Numerical id






	
image = None

	Name of the image










	
class remoteappmanager.db.interfaces.ABCApplicationPolicy(allow_home=False, allow_view=False, allow_common=False, volume_source=None, volume_target=None, volume_mode=None)[source]

	Bases: object [https://docs.python.org/2/library/functions.html#object]

Policy for an application


	
allow_common = None

	Is the common data volume for the application mounted






	
allow_home = None

	Is the home directory mounted






	
allow_view = None

	Is the application viewable by others






	
volume_mode = None

	Mode for read-write access (ro = Read-only. rw = Read-write)






	
volume_source = None

	Source path for the common data volume on the host machine






	
volume_target = None

	Target mount point of the common data volume in the application










	
class remoteappmanager.db.interfaces.ABCDatabase[source]

	Bases: object [https://docs.python.org/2/library/functions.html#object]

Main accounting interface required by the single user application.


	
create_application(app_name)[source]

	Creates a new application with the specified name.
Raises if an application with the same name already exists





	Parameters:	app_name (str [https://docs.python.org/2/library/functions.html#str]) – The name of the application


	Returns:	id – The id of the created application


	Return type:	int [https://docs.python.org/2/library/functions.html#int]


	Raises:	exceptions.Exists – If the application already exists.










	
create_user(user_name)[source]

	Creates a user with the specified username, if the backend
allows it.





	Parameters:	user_name (str [https://docs.python.org/2/library/functions.html#str]) – The user name


	Returns:	id – The unique id of the user


	Return type:	int [https://docs.python.org/2/library/functions.html#int]


	Raises:	exceptions.Exists – If the user with that name already exists.










	
get_accounting_for_user(user)[source]

	Returns the accounting information for a given user





	Parameters:	user (opaque-type) – Same type as the result of get_user


	Returns:	each item of the list should be an instance satisfying the
ABCAccounting format (duck typing)


	Return type:	list










	
get_user(*, user_name=None, id=None)[source]

	Return a User for a given user_name or id, or return
None if the User is not found. Only one argument is allowed.





	Parameters:	
	user_name (str [https://docs.python.org/2/library/functions.html#str]) – The user name

	id (int [https://docs.python.org/2/library/functions.html#int]) – An id






	Returns:	user – an user object that the database understands




	Return type:	opaque-type












	
grant_access(app_name, user_name, allow_home, allow_view, volume)[source]

	Grant access for user to application.





	Parameters:	
	app_name (str [https://docs.python.org/2/library/functions.html#str]) – The name of the application

	user_name (str [https://docs.python.org/2/library/functions.html#str]) – The name of the user

	allow_home (bool [https://docs.python.org/2/library/functions.html#bool]) – If the home workspace should be mounted.

	allow_view (bool [https://docs.python.org/2/library/functions.html#bool]) – If the session should be visible by others.

	volume (str [https://docs.python.org/2/library/functions.html#str]) – A volume to mount in the format source_path:target_path:mode
mode being “ro” or “rw”.
(e.g. “/host/path:/container/path:ro”).






	Raises:	
	exception.NotFound: – if the app or user are not found.

	ValueError: – if the volume string is invalid.






	Returns:	id – A 32 characters id (mapping_id)




	Return type:	str [https://docs.python.org/2/library/functions.html#str]












	
list_applications()[source]

	List all available applications





	Returns:	applications – A list of the available apps.


	Return type:	list










	
list_users()[source]

	Returns a list of all available users.





	Returns:	users – A list of users.


	Return type:	list










	
remove_application(*, app_name=None, id=None)[source]

	Remove an existing application by name or id, depending
what is provided. Only one argument is allowed.
If the application is not present, does nothing.





	Parameters:	
	app_name (str [https://docs.python.org/2/library/functions.html#str]) – The name of the application

	id (int [https://docs.python.org/2/library/functions.html#int]) – The id of the application






	Raises:	exception.NotFound – If the application is not found.












	
remove_user(*, user_name=None, id=None)[source]

	Removes a user by name or id, if the backend allows it.
Only one argument is allowed. If the user is not present,
does nothing.





	Parameters:	user_name (str [https://docs.python.org/2/library/functions.html#str]) – The user name










	
revoke_access(app_name, user_name, allow_home, allow_view, volume)[source]

	Revoke access for user to application.





	Parameters:	
	app_name (str [https://docs.python.org/2/library/functions.html#str]) – The name of the application

	user_name (str [https://docs.python.org/2/library/functions.html#str]) – The name of the user

	allow_home (bool [https://docs.python.org/2/library/functions.html#bool]) – If the home workspace should be mounted.

	allow_view (bool [https://docs.python.org/2/library/functions.html#bool]) – If the session should be visible by others.

	volume (str [https://docs.python.org/2/library/functions.html#str]) – A volume to mount in the format source_path:target_path:mode
mode being “ro” or “rw”.
(e.g. “/host/path:/container/path:ro”).






	Raises:	
	exception.NotFound: – if the app or user are not found.

	ValueError: – if the volume string is invalid.














	
revoke_access_by_id(mapping_id)[source]

	Like revoke_access, but uses the mapping id instead.
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async_docker_client

Classes







	AsyncDockerClient(*args,**kwargs)
	Provides an asynchronous interface to dockerpy.















	
class remoteappmanager.docker.async_docker_client.AsyncDockerClient(*args, **kwargs)[source]

	Bases: object [https://docs.python.org/2/library/functions.html#object]

Provides an asynchronous interface to dockerpy.
All Client interface is available as methods returning a future
instead of the actual result. The resulting future can be yielded.

This class is thread safe. Note that all instances use the same
executor.

Initialises the docker async client.

The client uses a single, module level executor to submit
requests and obtain futures. The futures must be yielded
according to the tornado asynchronous interface.

The exported methods are the same as from the docker-py
synchronous client, with the exception of their async nature.

Note that the executor is a ThreadPoolExecutor with a single thread.









          

      

      

    


    
         Copyright 2016, SimPhoNy Project.
      Created using Sphinx 1.4.4.
    

  

    
      Navigation

      
        	
          index

        	
          modules |

        	
          previous |

        	Simphony-remote 2.0.0 documentation 

          	Developer documentation 
 
      

    


    
      
          
            
  
container

Classes







	Container(*args,**kwargs)
	Class representing a container.















	
class remoteappmanager.docker.container.Container(*args, **kwargs)[source]

	Bases: traitlets.traitlets.HasTraits

Class representing a container.
Note that its existence just describes a container.
It does not imply that the associated container is still
running, registered, or anything


	
docker_id = Unicode

	The docker id of the container

a unicode string






	
classmethod from_docker_dict(docker_dict)[source]

	Returns a Container object with the info given by a
docker Client.





	Parameters:	docker_dict (dict [https://docs.python.org/2/library/stdtypes.html#dict]) – One item from the result of docker.Client.containers


	Returns:	container


	Return type:	remoteappmanager.docker.container.Container





Examples

>>> # containers is a list of dict
>>> containers = docker.Client().containers()





>>> Container.from_docker_dict(containers[0])










	
host_url

	Returns the docker host where this server can be reached,
in url form.






	
image_id = Unicode

	And the image docker id

a unicode string






	
image_name = Unicode

	The image name

a unicode string






	
ip = Unicode

	The ip address...

a unicode string






	
mapping_id = Unicode

	Mapping identifier

a unicode string






	
name = Unicode

	The practical name of the container

a unicode string






	
port = Int

	...and port where the container service will be listening

an int

Default: 80






	
realm = Unicode

	a unicode string






	
url_id = Unicode

	The id that will go in the URL of the container.
This is a de-facto replacement for the container docker id. The reason
why we don’t use that instead is because the container id is difficult
to obtain reliably from inside the container, and because we want more
flexibility in the form of the user-exposed id.
Important: must be globally unique, not just per-user unique.

a unicode string






	
urlpath = Unicode

	The url path of the container as it is exported to the user.
e.g. “/home/test/containers/12345”
Must not have an end slash.

a unicode string






	
user = Unicode

	The user currently running the container

a unicode string
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image

Classes







	Image(*args,**kwargs)
	Wrap class for the docker client images dict result.















	
class remoteappmanager.docker.image.Image(*args, **kwargs)[source]

	Bases: traitlets.traitlets.HasTraits

Wrap class for the docker client images dict result.
Extracts the relevant information in a convenient interface


	
configurables = List

	a list






	
description = Unicode

	A long description of the image.

a unicode string






	
docker_id = Unicode

	The docker id of the image

a unicode string






	
env = Dict

	a dict






	
classmethod from_docker_dict(docker_dict)[source]

	Converts the dict response from the dockerpy library into an
instance of this class, extracting the relevant information.





	Parameters:	docker_dict (dict [https://docs.python.org/2/library/stdtypes.html#dict]) – Results of docker.client.inspect_image or an item of the
result of docker.client.images










	
icon_128 = Unicode

	A visual icon to associate to the image.

a unicode string






	
name = Unicode

	The name of the image.

a unicode string






	
type = Unicode

	The type of the image.

a unicode string






	
ui_name = Unicode

	The user interface (web) name of the image.

a unicode string
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base_handler

Classes







	BaseHandler(application,request,**kwargs)
	Base class for the request handler.















	
class remoteappmanager.handlers.base_handler.BaseHandler(application, request, **kwargs)[source]

	Bases: tornado.web.RequestHandler, remoteappmanager.logging.logging_mixin.LoggingMixin

Base class for the request handler.


	
authenticator

	The authenticator that is used to recognize the user.

alias of HubAuthenticator






	
prepare()[source]

	Runs before any specific handler.






	
render(template_name, **kwargs)[source]

	Reimplements render to pass well known information to the rendering
context.






	
write_error(status_code, **kwargs)[source]

	Render error page for uncaught errors
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user_home_handler

Classes







	UserHomeHandler(application,request,**kwargs)
	Render the user’s home page















	
class remoteappmanager.handlers.user_home_handler.UserHomeHandler(application, request, **kwargs)[source]

	Bases: remoteappmanager.handlers.base_handler.BaseHandler

Render the user’s home page


	
get()[source]
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logging_mixin

Functions







	issue(self,message[,exc])
	Accepts a message that will be logged with an additional reference code for easy log lookup.















	
remoteappmanager.logging.logging_mixin.issue(self, message, exc=None)[source]

	Accepts a message that will be logged with an additional reference
code for easy log lookup.

The identifier will be returned for inclusion in user-visible
error messages.





Classes







	LoggingMixin(*args,**kwargs)
	A HasTrait class that provides logging.















	
class remoteappmanager.logging.logging_mixin.LoggingMixin(*args, **kwargs)[source]

	Bases: traitlets.traitlets.HasTraits

A HasTrait class that provides logging. Used as a mixin.


	
log = Instance

	a logging.Logger
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hub

Classes







	Hub(*args,**kwargs)
	Provides access to JupyterHub authenticator services.















	
class remoteappmanager.services.hub.Hub(*args, **kwargs)[source]

	Bases: remoteappmanager.logging.logging_mixin.LoggingMixin, traitlets.traitlets.HasTraits

Provides access to JupyterHub authenticator services.

Initializes the hub connection object.


	
api_token = Unicode

	The api token to authenticate the request

a unicode string






	
endpoint_url = Unicode

	The url at which the Hub can be reached

a unicode string






	
verify_token(cookie_name, encrypted_cookie)[source]

	Verify the authentication token and grants access to the user
if verified.





	Parameters:	
	cookie_name (str [https://docs.python.org/2/library/functions.html#str]) – A string containing the conventional name of the cookie.

	encrypted_cookie (str [https://docs.python.org/2/library/functions.html#str]) – the cookie content, as received by JupyterHub (encrypted)






	Returns:	user_data – If authentication is successful, user_data contains the user’s
information from jupyterhub associated with the given encrypted
cookie.  Otherwise the dictionary is empty.




	Return type:	dict [https://docs.python.org/2/library/stdtypes.html#dict]
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Classes







	ReverseProxy(*args,**kwargs)
	Represents the remote reverse proxy.















	
class remoteappmanager.services.reverse_proxy.ReverseProxy(*args, **kwargs)[source]

	Bases: remoteappmanager.logging.logging_mixin.LoggingMixin, traitlets.traitlets.HasTraits

Represents the remote reverse proxy. It is meant to have a high
level API.

Initializes the reverse proxy connection object.


	
api_token = Unicode

	The authorization API token to authenticate the request

a unicode string






	
endpoint_url = Unicode

	The endpoint url at which the reverse proxy has its api

a unicode string






	
register(urlpath, target_host_url)[source]

	Register a given urlpath to redirect to a different target host.
The operation is idempotent.





	Parameters:	
	urlpath (str [https://docs.python.org/2/library/functions.html#str]) – The absolute path of the url (e.g. /my/internal/service/)”

	target_host_url – The host to redirect to, e.g. http://127.0.0.1:31233/service/














	
unregister(urlpath)[source]

	Unregisters a previously registered urlpath.
If the urlpath is not found in the reverse proxy, it will not raise
an error, but it will log the unexpected circumstance.





	Parameters:	urlpath (str [https://docs.python.org/2/library/functions.html#str]) – The absolute path of the url (e.g. /my/internal/service/”
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Troubleshoot








A new user does not see the applications I am adding

You have to restart the user server. As a jupyterhub administrator, go to

https://your.jupyterhub.url/hub/admin

and restart the user server.

This problem will appear under this circumstance:
1. User who is not in the remoteappmanager db yet performs a login.
2. Admin adds User to remoteappmanager db, and grants him some applications.
3. User will not see the applications.

The reason is the following: when the user first performs the login, the
remoteappmanager subprocess is started. The authentication mechanism looks the
user up in the remoteappmanager database, does not find it, and therefore sets
account to None.  This operation is never performed again, so the user remains
None even if later on it is added to the database. Only by restarting
remoteappmanager the lookup is performed again.

It is debatable if this behavior is a bug or not (after all, bash also won’t
alter your current enviroment if root changes /etc/bashrc, and you will have to
logout to get the new environment). Issue #305 debates this point.




I use the GitHub authenticator. A GitHub user has capitalisation in its username, but I see it as lowercase.

This is by design in both GitHub and JupyterHub. GitHub usernames are case insensitive, and case preserving.
JupyterHub authenticator always normalises the usernames to lowercase.




The database is not initalised properly

Each user’s server requires a database setup and readable by the local process on which the remoteappmanager web application is started.  The error message indicates that the database is not readable (e.g. it does not exist).  Please refer to Setup Database Accounting for details and options on setting up the database.

For more details on how the local process is managed, please refers to remoteappmanager.spawner.




Docker timeouts

If the application is unable to connect to docker and timeouts with the following message


Error while fetching server API version: HTTPSConnectionPool(host=‘192.168.99.100’, port=2376):
Max retries exceeded with url: /version (Caused by
ConnectTimeoutError(<requests.packages.urllib3.connection.VerifiedHTTPSConnection object at 0x106299518>,
‘Connection to 192.168.99.100 timed out. (connect timeout=60)’)).


The likely problem is that your docker machine is not reachable. The most likely cause is that
you recently recreated your default docker machine, or the docker machine is no longer reachable.
Make sure that your docker environment (DOCKER_HOST environment variable) is compatible with the
docker machine current ip address (docker-machine ip). If not, reconfigure your docker machine
environment with eval $(docker-machine env).




Error when connecting to docker: Permission denied

Check if your /var/run/docker.sock is accessible and readable. The likely cause is
that your current user is not in the docker group. Fix this by running:

sudo addgroup your_username docker





and then logging out and in again.
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Docker image specifications


Docker images compliant to the simphony-remote application define a protocol
through docker LABEL and environment variables.



Labels


Labels are defined with the prefix namespace:


eu.simphony-project.docker






The following labels are currently defined.
Their definition can be found in remoteappmanager.docker.docker_labels




		ui_name: the UI visible name of the image


		icon_128: a base64 encoded png image that will result as an icon


		description: a user-readable description of the image


		type: a string identifying the type of the container, depending on
the original base image (vncapp or webapp)


		env: subnamespace for accepted environment variables. See below.









The env is a subnamespace defining the environment variables the image internals
can understand.  This does not mean that they are the only ones that will be
passed to the image.


The naming strategy works around the docker label restrictions [https://docs.docker.com/engine/userguide/labels-custom-metadata/#/label-keys-namespaces]
of having kebab case [http://c2.com/cgi/wiki?KebabCase] vs envvars that are
traditionally MACRO_CASE. Additionally, it allows new variables to be added
by layers without having to know the variables understood by the base layer.


The strategy is as follows: the name after the env will be converted to uppercase
and dashes converted to underscores. For example:



env.x11-width -> container accepts and understands envvar X11_WIDTH



the value of the label is currently unused, and should be left empty.


If your application uses variables with a different convention, or uses double underscores,
you will have to define an auxilliary variable and transfer the value in the image
startup scripts.


Currently reserved env keys:




		x11-width: for the VNC images, the X11 width


		x11-height: for the VNC images, the X11 height


		x11-depth: for the VNC images, the X11 depth (currently unused, fixed at 16)












Container Labels


When a container is started, the following labels will be added:




		url_id: unique identifier that ends up in the URL when the
user is redirected


		mapping_id: a unique key identifying the combination of image
and policy used to start the container.


		user: the user that started the container












Environment variables


The following environment variables are passed at container startup:




		JPY_USER: the username used to login to the Jupyterhub frontend.
Can be an email address, or anything else your authenticator accepts.


		JPY_BASE_USER_URL: The base URL _path_ where the user has its service.


		USER: A unix-likable username to create the container user.


		URL_ID: a unique key assigned to the container that will end up in
the user-exposed URL to reach the container.









If the image accepts additional envvars (through the env labels mechanism outlined above)
these variables will be passed through the configurables mechanism: special variables
are recognized and exposed to the user as a configurable UI, then passed to the container
at startup. See the reserved env labels for details.
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  Source code for remoteappmanager.utils

import inspect
from functools import wraps
import warnings


[docs]def url_path_join(*pieces):
    """Join components of url into a relative url path
    Use to prevent double slash when joining subpath. This will leave the
    initial and final / in place

    Assume pieces do not contain protocol (e.g. http://)
    """
    stripped = [s.strip('/') for s in pieces]
    result = '/'.join(s for s in stripped if s)

    if pieces[0].startswith('/'):
        result = '/' + result

    if pieces[-1].endswith('/'):
        result = result + '/'

    if result == '//':
        result = '/'

    return result



[docs]def with_end_slash(url):
    """Normalises a url to have an ending slash, and only one."""
    return url.rstrip("/")+"/"



[docs]def without_end_slash(url):
    """Makes sure there is no end slash at the end of a url."""
    return url.rstrip("/")



[docs]def parse_volume_string(volume_string):
    """Parses a volume specification string SOURCE:TARGET:MODE into
    its components, or raises click.BadOptionUsage if not according
    to format."""
    try:
        source, target, mode = volume_string.split(":")
    except ValueError:
        raise ValueError("Volume string must be in the form "
                         "source:target:mode")

    if mode not in ('rw', 'ro'):
        raise ValueError("Volume mode must be either 'ro' or 'rw'")

    return source, target, mode



[docs]def mergedoc(function, other):
    """ Merge the docstring from the other function to the decorated function.

    """
    if other.__doc__ is None:
        return function
    elif function.__doc__ is None:
        function.__doc__ = other.__doc__
        return function
    else:
        merged_doc = '\n'.join((other.__doc__, function.__doc__))
        function.__doc__ = merged_doc
        return function



[docs]class mergedocs(object):
    """ Merge the docstrings of other class to the decorated.

    """
    def __init__(self, other):
        self.other = other

    def __call__(self, cls):
        for name, old in inspect.getmembers(self.other):
            if inspect.isfunction(old):
                new = getattr(cls, name, None)
                if new is not None:
                    mergedoc(new, old)
        return cls



[docs]def one(elements):
    """Returns True if only one element is not None, false otherwise"""
    return sum([False if e is None else True for e in elements]) == 1



[docs]def remove_quotes(s):
    """Removes start/end quotes from a string, if needed.
    If s is not a string, it is returned untouched.
    """
    if not isinstance(s, str):
        return s

    if len(s) < 2:
        return s

    if s[0]+s[-1] in ['""', "''"]:
        return s[1:-1]

    return s



[docs]def deprecated(func):
    """Decorator. Marks a function/method as deprecated."""
    @wraps(func)
    def _deprecated(*args, **kwargs):
        warnings.warn("Deprecation warning: {}".format(func.__name__))
        return func(*args, **kwargs)

    return _deprecated
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  Source code for remoteappmanager.user

from traitlets import HasTraits, Unicode, Any


[docs]class User(HasTraits):
    """Represents the user. It holds a reference to the ORM user, if
    available."""

    # The username as passed at the config line
    name = Unicode()

    #: Can be none if the username cannot be found in the database.
    account = Any()






          

      

      

    


    
        © Copyright 2016, SimPhoNy Project.
      Created using Sphinx 1.4.4.
    

  

_modules/index.html


    
      Navigation


      
        		
          index


        		
          modules |


        		Simphony-remote 2.0.0 documentation »

 
      


    


    
      
          
            
  All modules for which code is available


		remoteappmanager.cli.remoteapprest.__main__


		remoteappmanager.command_line_config


		remoteappmanager.db.csv_db


		remoteappmanager.db.interfaces


		remoteappmanager.docker.async_docker_client


		remoteappmanager.docker.container


		remoteappmanager.docker.image


		remoteappmanager.file_config


		remoteappmanager.handlers.base_handler


		remoteappmanager.handlers.handler_authenticator


		remoteappmanager.handlers.user_home_handler


		remoteappmanager.jinja2_adapters


		remoteappmanager.logging.logging_mixin


		remoteappmanager.netutils


		remoteappmanager.services.hub


		remoteappmanager.services.reverse_proxy


		remoteappmanager.traitlets


		remoteappmanager.user


		remoteappmanager.utils


		traitlets.traitlets
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  Source code for traitlets.traitlets

# encoding: utf-8
"""
A lightweight Traits like module.

This is designed to provide a lightweight, simple, pure Python version of
many of the capabilities of enthought.traits.  This includes:

* Validation
* Type specification with defaults
* Static and dynamic notification
* Basic predefined types
* An API that is similar to enthought.traits

We don't support:

* Delegation
* Automatic GUI generation
* A full set of trait types.  Most importantly, we don't provide container
  traits (list, dict, tuple) that can trigger notifications if their
  contents change.
* API compatibility with enthought.traits

There are also some important difference in our design:

* enthought.traits does not validate default values.  We do.

We choose to create this module because we need these capabilities, but
we need them to be pure Python so they work in all Python implementations,
including Jython and IronPython.

Inheritance diagram:

.. inheritance-diagram:: traitlets.traitlets
   :parts: 3
"""

# Copyright (c) IPython Development Team.
# Distributed under the terms of the Modified BSD License.
#
# Adapted from enthought.traits, Copyright (c) Enthought, Inc.,
# also under the terms of the Modified BSD License.

import contextlib
import inspect
import os
import re
import sys
import types
import enum
try:
    from types import ClassType, InstanceType
    ClassTypes = (ClassType, type)
except:
    ClassTypes = (type,)
from warnings import warn, warn_explicit

import six

from .utils.getargspec import getargspec
from .utils.importstring import import_item
from .utils.sentinel import Sentinel
from .utils.bunch import Bunch

SequenceTypes = (list, tuple, set, frozenset)

#-----------------------------------------------------------------------------
# Basic classes
#-----------------------------------------------------------------------------


Undefined = Sentinel('Undefined', 'traitlets',
'''
Used in Traitlets to specify that no defaults are set in kwargs
'''
)

All = Sentinel('All', 'traitlets',
'''
Used in Traitlets to listen to all types of notification or to notifications
from all trait attributes.
'''
)

# Deprecated alias
NoDefaultSpecified = Undefined

class TraitError(Exception):
    pass

#-----------------------------------------------------------------------------
# Utilities
#-----------------------------------------------------------------------------

from ipython_genutils.py3compat import cast_unicode_py2

_name_re = re.compile(r"[a-zA-Z_][a-zA-Z0-9_]*$")

def isidentifier(s):
    if six.PY2:
        return bool(_name_re.match(s))
    else:
        return s.isidentifier()

_deprecations_shown = set()
def _should_warn(key):
    """Add our own checks for too many deprecation warnings.

    Limit to once per package.
    """
    env_flag = os.environ.get('TRAITLETS_ALL_DEPRECATIONS')
    if env_flag and env_flag != '0':
        return True

    if key not in _deprecations_shown:
        _deprecations_shown.add(key)
        return True
    else:
        return False

def _deprecated_method(method, cls, method_name, msg):
    """Show deprecation warning about a magic method definition.

    Uses warn_explicit to bind warning to method definition instead of triggering code,
    which isn't relevant.
    """
    warn_msg = "{classname}.{method_name} is deprecated in traitlets 4.1: {msg}".format(
        classname=cls.__name__, method_name=method_name, msg=msg
    )

    for parent in inspect.getmro(cls):
        if method_name in parent.__dict__:
            cls = parent
            break
    # limit deprecation messages to once per package
    package_name = cls.__module__.split('.', 1)[0]
    key = (package_name, msg)
    if not _should_warn(key):
        return
    try:
        fname = inspect.getsourcefile(method) or "<unknown>"
        lineno = inspect.getsourcelines(method)[1] or 0
    except (IOError, TypeError) as e:
        # Failed to inspect for some reason
        warn(warn_msg + ('\n(inspection failed) %s' % e), DeprecationWarning)
    else:
        warn_explicit(warn_msg, DeprecationWarning, fname, lineno)

def class_of(object):
    """ Returns a string containing the class name of an object with the
    correct indefinite article ('a' or 'an') preceding it (e.g., 'an Image',
    'a PlotValue').
    """
    if isinstance( object, six.string_types ):
        return add_article( object )

    return add_article( object.__class__.__name__ )


def add_article(name):
    """ Returns a string containing the correct indefinite article ('a' or 'an')
    prefixed to the specified string.
    """
    if name[:1].lower() in 'aeiou':
       return 'an ' + name

    return 'a ' + name


def repr_type(obj):
    """ Return a string representation of a value and its type for readable
    error messages.
    """
    the_type = type(obj)
    if six.PY2 and the_type is InstanceType:
        # Old-style class.
        the_type = obj.__class__
    msg = '%r %r' % (obj, the_type)
    return msg


def is_trait(t):
    """ Returns whether the given value is an instance or subclass of TraitType.
    """
    return (isinstance(t, TraitType) or
            (isinstance(t, type) and issubclass(t, TraitType)))


def parse_notifier_name(names):
    """Convert the name argument to a list of names.

    Examples
    --------

    >>> parse_notifier_name([])
    [All]
    >>> parse_notifier_name('a')
    ['a']
    >>> parse_notifier_name(['a', 'b'])
    ['a', 'b']
    >>> parse_notifier_name(All)
    [All]
    """
    if names is All or isinstance(names, six.string_types):
        return [names]
    else:
        if not names or All in names:
            return [All]
        for n in names:
            if not isinstance(n, six.string_types):
                raise TypeError("names must be strings, not %r" % n)
        return names


class _SimpleTest:
    def __init__ ( self, value ): self.value = value
    def __call__ ( self, test  ):
        return test == self.value
    def __repr__(self):
        return "<SimpleTest(%r)" % self.value
    def __str__(self):
        return self.__repr__()


def getmembers(object, predicate=None):
    """A safe version of inspect.getmembers that handles missing attributes.

    This is useful when there are descriptor based attributes that for
    some reason raise AttributeError even though they exist.  This happens
    in zope.inteface with the __provides__ attribute.
    """
    results = []
    for key in dir(object):
        try:
            value = getattr(object, key)
        except AttributeError:
            pass
        else:
            if not predicate or predicate(value):
                results.append((key, value))
    results.sort()
    return results

def _validate_link(*tuples):
    """Validate arguments for traitlet link functions"""
    for t in tuples:
        if not len(t) == 2:
            raise TypeError("Each linked traitlet must be specified as (HasTraits, 'trait_name'), not %r" % t)
        obj, trait_name = t
        if not isinstance(obj, HasTraits):
            raise TypeError("Each object must be HasTraits, not %r" % type(obj))
        if not trait_name in obj.traits():
            raise TypeError("%r has no trait %r" % (obj, trait_name))

class link(object):
    """Link traits from different objects together so they remain in sync.

    Parameters
    ----------
    source : (object / attribute name) pair
    target : (object / attribute name) pair

    Examples
    --------

    >>> c = link((src, 'value'), (tgt, 'value'))
    >>> src.value = 5  # updates other objects as well
    """
    updating = False

    def __init__(self, source, target):
        _validate_link(source, target)
        self.source, self.target = source, target
        try:
            setattr(target[0], target[1], getattr(source[0], source[1]))
        finally:
            source[0].observe(self._update_target, names=source[1])
            target[0].observe(self._update_source, names=target[1])

    @contextlib.contextmanager
    def _busy_updating(self):
        self.updating = True
        try:
            yield
        finally:
            self.updating = False

    def _update_target(self, change):
        if self.updating:
            return
        with self._busy_updating():
            setattr(self.target[0], self.target[1], change.new)

    def _update_source(self, change):
        if self.updating:
            return
        with self._busy_updating():
            setattr(self.source[0], self.source[1], change.new)

    def unlink(self):
        self.source[0].unobserve(self._update_target, names=self.source[1])
        self.target[0].unobserve(self._update_source, names=self.target[1])
        self.source, self.target = None, None


class directional_link(object):
    """Link the trait of a source object with traits of target objects.

    Parameters
    ----------
    source : (object, attribute name) pair
    target : (object, attribute name) pair
    transform: callable (optional)
        Data transformation between source and target.

    Examples
    --------

    >>> c = directional_link((src, 'value'), (tgt, 'value'))
    >>> src.value = 5  # updates target objects
    >>> tgt.value = 6  # does not update source object
    """
    updating = False

    def __init__(self, source, target, transform=None):
        self._transform = transform if transform else lambda x: x
        _validate_link(source, target)
        self.source, self.target = source, target
        try:
            setattr(target[0], target[1],
                    self._transform(getattr(source[0], source[1])))
        finally:
            self.source[0].observe(self._update, names=self.source[1])

    @contextlib.contextmanager
    def _busy_updating(self):
        self.updating = True
        try:
            yield
        finally:
            self.updating = False

    def _update(self, change):
        if self.updating:
            return
        with self._busy_updating():
            setattr(self.target[0], self.target[1],
                    self._transform(change.new))

    def unlink(self):
        self.source[0].unobserve(self._update, names=self.source[1])
        self.source, self.target = None, None

dlink = directional_link


#-----------------------------------------------------------------------------
# Base Descriptor Class
#-----------------------------------------------------------------------------


class BaseDescriptor(object):
    """Base descriptor class

    Notes
    -----
    This implements Python's descriptor prototol.

    This class is the base class for all such descriptors.  The
    only magic we use is a custom metaclass for the main :class:`HasTraits`
    class that does the following:

    1. Sets the :attr:`name` attribute of every :class:`BaseDescriptor`
       instance in the class dict to the name of the attribute.
    2. Sets the :attr:`this_class` attribute of every :class:`BaseDescriptor`
       instance in the class dict to the *class* that declared the trait.
       This is used by the :class:`This` trait to allow subclasses to
       accept superclasses for :class:`This` values.
    """

    name = None
    this_class = None

    def class_init(self, cls, name):
        """Part of the initialization which may depend on the underlying
        HasDescriptors class.

        It is typically overloaded for specific types.

        This method is called by :meth:`MetaHasDescriptors.__init__`
        passing the class (`cls`) and `name` under which the descriptor
        has been assigned.
        """
        self.this_class = cls
        self.name = name

    def instance_init(self, obj):
        """Part of the initialization which may depend on the underlying
        HasDescriptors instance.

        It is typically overloaded for specific types.

        This method is called by :meth:`HasTraits.__new__` and in the
        :meth:`BaseDescriptor.instance_init` method of descriptors holding
        other descriptors.
        """
        pass


class TraitType(BaseDescriptor):
    """A base class for all trait types.
    """

    metadata = {}
    default_value = Undefined
    allow_none = False
    read_only = False
    info_text = 'any value'

    def __init__(self, default_value=Undefined, allow_none=False, read_only=None, help=None,
        config=None, **kwargs):
        """Declare a traitlet.

        If *allow_none* is True, None is a valid value in addition to any
        values that are normally valid. The default is up to the subclass.
        For most trait types, the default value for ``allow_none`` is False.

        Extra metadata can be associated with the traitlet using the .tag() convenience method
        or by using the traitlet instance's .metadata dictionary.
        """
        if default_value is not Undefined:
            self.default_value = default_value
        if allow_none:
            self.allow_none = allow_none
        if read_only is not None:
            self.read_only = read_only
        self.help = help if help is not None else ''

        if len(kwargs) > 0:
            stacklevel = 1
            f = inspect.currentframe()
            # count supers to determine stacklevel for warning
            while f.f_code.co_name == '__init__':
                stacklevel += 1
                f = f.f_back
            mod = f.f_globals.get('__name__') or ''
            pkg = mod.split('.', 1)[0]
            key = tuple(['metadata-tag', pkg] + sorted(kwargs))
            if _should_warn(key):
                warn("metadata %s was set from the constructor. "
                     "With traitlets 4.1, metadata should be set using the .tag() method, "
                     "e.g., Int().tag(key1='value1', key2='value2')" % (kwargs,),
                     DeprecationWarning, stacklevel=stacklevel)
            if len(self.metadata) > 0:
                self.metadata = self.metadata.copy()
                self.metadata.update(kwargs)
            else:
                self.metadata = kwargs
        else:
            self.metadata = self.metadata.copy()
        if config is not None:
            self.metadata['config'] = config

        # We add help to the metadata during a deprecation period so that
        # code that looks for the help string there can find it.
        if help is not None:
            self.metadata['help'] = help

    def get_default_value(self):
        """DEPRECATED: Retrieve the static default value for this trait.

        Use self.default_value instead
        """
        warn("get_default_value is deprecated in traitlets 4.0: use the .default_value attribute", DeprecationWarning,
             stacklevel=2)
        return self.default_value

    def init_default_value(self, obj):
        """DEPRECATED: Set the static default value for the trait type.
        """
        warn("init_default_value is deprecated in traitlets 4.0, and may be removed in the future", DeprecationWarning,
             stacklevel=2)
        value = self._validate(obj, self.default_value)
        obj._trait_values[self.name] = value
        return value

    def _dynamic_default_callable(self, obj):
        """Retrieve a callable to calculate the default for this traitlet.

        This looks for:

        * default generators registered with the @default descriptor.
        * obj._{name}_default() on the class with the traitlet, or a subclass
          that obj belongs to.
        * trait.make_dynamic_default, which is defined by Instance

        If neither exist, it returns None
        """
        # Traitlets without a name are not on the instance, e.g. in List or Union
        if self.name:

            # Only look for default handlers in classes derived from self.this_class.
            mro = type(obj).mro()
            meth_name = '_%s_default' % self.name
            for cls in mro[:mro.index(self.this_class) + 1]:
                if hasattr(cls, '_trait_default_generators'):
                    default_handler = cls._trait_default_generators.get(self.name)
                    if default_handler is not None and default_handler.this_class == cls:
                        return types.MethodType(default_handler.func, obj)

                if meth_name in cls.__dict__:
                    method = getattr(obj, meth_name)
                    return method

        return getattr(self, 'make_dynamic_default', None)

    def instance_init(self, obj):
        # If no dynamic initialiser is present, and the trait implementation or
        # use provides a static default, transfer that to obj._trait_values.
        with obj.cross_validation_lock:
            if (self._dynamic_default_callable(obj) is None) \
                    and (self.default_value is not Undefined):
                v = self._validate(obj, self.default_value)
                if self.name is not None:
                    obj._trait_values[self.name] = v

    def get(self, obj, cls=None):
        try:
            value = obj._trait_values[self.name]
        except KeyError:
            # Check for a dynamic initializer.
            dynamic_default = self._dynamic_default_callable(obj)
            if dynamic_default is None:
                raise TraitError("No default value found for %s trait of %r"
                                 % (self.name, obj))
            value = self._validate(obj, dynamic_default())
            obj._trait_values[self.name] = value
            return value
        except Exception:
            # This should never be reached.
            raise TraitError('Unexpected error in TraitType: '
                             'default value not set properly')
        else:
            return value

    def __get__(self, obj, cls=None):
        """Get the value of the trait by self.name for the instance.

        Default values are instantiated when :meth:`HasTraits.__new__`
        is called.  Thus by the time this method gets called either the
        default value or a user defined value (they called :meth:`__set__`)
        is in the :class:`HasTraits` instance.
        """
        if obj is None:
            return self
        else:
            return self.get(obj, cls)

    def set(self, obj, value):
        new_value = self._validate(obj, value)
        try:
            old_value = obj._trait_values[self.name]
        except KeyError:
            old_value = self.default_value

        obj._trait_values[self.name] = new_value
        try:
            silent = bool(old_value == new_value)
        except:
            # if there is an error in comparing, default to notify
            silent = False
        if silent is not True:
            # we explicitly compare silent to True just in case the equality
            # comparison above returns something other than True/False
            obj._notify_trait(self.name, old_value, new_value)

    def __set__(self, obj, value):
        """Set the value of the trait by self.name for the instance.

        Values pass through a validation stage where errors are raised when
        impropper types, or types that cannot be coerced, are encountered.
        """
        if self.read_only:
            raise TraitError('The "%s" trait is read-only.' % self.name)
        else:
            self.set(obj, value)

    def _validate(self, obj, value):
        if value is None and self.allow_none:
            return value
        if hasattr(self, 'validate'):
            value = self.validate(obj, value)
        if obj._cross_validation_lock is False:
            value = self._cross_validate(obj, value)
        return value

    def _cross_validate(self, obj, value):
        if self.name in obj._trait_validators:
            proposal = Bunch({'trait': self, 'value': value, 'owner': obj})
            value = obj._trait_validators[self.name](obj, proposal)
        elif hasattr(obj, '_%s_validate' % self.name):
            meth_name = '_%s_validate' % self.name
            cross_validate = getattr(obj, meth_name)
            _deprecated_method(cross_validate, obj.__class__, meth_name,
                "use @validate decorator instead.")
            value = cross_validate(value, self)
        return value

    def __or__(self, other):
        if isinstance(other, Union):
            return Union([self] + other.trait_types)
        else:
            return Union([self, other])

    def info(self):
        return self.info_text

    def error(self, obj, value):
        if obj is not None:
            e = "The '%s' trait of %s instance must be %s, but a value of %s was specified." \
                % (self.name, class_of(obj),
                   self.info(), repr_type(value))
        else:
            e = "The '%s' trait must be %s, but a value of %r was specified." \
                % (self.name, self.info(), repr_type(value))
        raise TraitError(e)

    def get_metadata(self, key, default=None):
        """DEPRECATED: Get a metadata value.

        Use .metadata[key] or .metadata.get(key, default) instead.
        """
        if key == 'help':
            msg = "use the instance .help string directly, like x.help"
        else:
            msg = "use the instance .metadata dictionary directly, like x.metadata[key] or x.metadata.get(key, default)"
        warn("Deprecated in traitlets 4.1, " + msg, DeprecationWarning, stacklevel=2)
        return self.metadata.get(key, default)

    def set_metadata(self, key, value):
        """DEPRECATED: Set a metadata key/value.

        Use .metadata[key] = value instead.
        """
        if key == 'help':
            msg = "use the instance .help string directly, like x.help = value"
        else:
            msg = "use the instance .metadata dictionary directly, like x.metadata[key] = value"
        warn("Deprecated in traitlets 4.1, " + msg, DeprecationWarning, stacklevel=2)
        self.metadata[key] = value

    def tag(self, **metadata):
        """Sets metadata and returns self.

        This allows convenient metadata tagging when initializing the trait, such as:

        >>> Int(0).tag(config=True, sync=True)
        """
        maybe_constructor_keywords = set(metadata.keys()).intersection({'help','allow_none', 'read_only', 'default_value'})
        if maybe_constructor_keywords:
            warn('The following attributes are set in using `tag`, but seem to be constructor keywords arguments: %s '%
                    maybe_constructor_keywords, UserWarning, stacklevel=2)

        self.metadata.update(metadata)
        return self

    def default_value_repr(self):
        return repr(self.default_value)

#-----------------------------------------------------------------------------
# The HasTraits implementation
#-----------------------------------------------------------------------------

class _CallbackWrapper(object):
    """An object adapting a on_trait_change callback into an observe callback.

    The comparison operator __eq__ is implemented to enable removal of wrapped
    callbacks.
    """

    def __init__(self, cb):
        self.cb = cb
        # Bound methods have an additional 'self' argument.
        offset = -1 if isinstance(self.cb, types.MethodType) else 0
        self.nargs = len(getargspec(cb)[0]) + offset
        if (self.nargs > 4):
            raise TraitError('a trait changed callback must have 0-4 arguments.')

    def __eq__(self, other):
        # The wrapper is equal to the wrapped element
        if isinstance(other, _CallbackWrapper):
            return self.cb == other.cb
        else:
            return self.cb == other

    def __call__(self, change):
        # The wrapper is callable
        if self.nargs == 0:
            self.cb()
        elif self.nargs == 1:
            self.cb(change.name)
        elif self.nargs == 2:
            self.cb(change.name, change.new)
        elif self.nargs == 3:
            self.cb(change.name, change.old, change.new)
        elif self.nargs == 4:
            self.cb(change.name, change.old, change.new, change.owner)

def _callback_wrapper(cb):
    if isinstance(cb, _CallbackWrapper):
        return cb
    else:
        return _CallbackWrapper(cb)


class MetaHasDescriptors(type):
    """A metaclass for HasDescriptors.

    This metaclass makes sure that any TraitType class attributes are
    instantiated and sets their name attribute.
    """

    def __new__(mcls, name, bases, classdict):
        """Create the HasDescriptors class."""
        for k, v in classdict.items():
            # ----------------------------------------------------------------
            # Support of deprecated behavior allowing for TraitType types
            # to be used instead of TraitType instances.
            if inspect.isclass(v) and issubclass(v, TraitType):
                warn("Traits should be given as instances, not types (for example, `Int()`, not `Int`)."
                     " Passing types is deprecated in traitlets 4.1.",
                     DeprecationWarning, stacklevel=2)
                classdict[k] = v()
            # ----------------------------------------------------------------

        return super(MetaHasDescriptors, mcls).__new__(mcls, name, bases, classdict)

    def __init__(cls, name, bases, classdict):
        """Finish initializing the HasDescriptors class."""
        super(MetaHasDescriptors, cls).__init__(name, bases, classdict)
        cls.setup_class(classdict)

    def setup_class(cls, classdict):
        """Setup descriptor instance on the class

        This sets the :attr:`this_class` and :attr:`name` attributes of each
        BaseDescriptor in the class dict of the newly created ``cls`` before
        calling their :attr:`class_init` method.
        """
        for k, v in classdict.items():
            if isinstance(v, BaseDescriptor):
                v.class_init(cls, k)


class MetaHasTraits(MetaHasDescriptors):
    """A metaclass for HasTraits."""

    def setup_class(cls, classdict):
        cls._trait_default_generators = {}
        super(MetaHasTraits, cls).setup_class(classdict)


def observe(*names, **kwargs):
    """A decorator which can be used to observe Traits on a class.

    The handler passed to the decorator will be called with one ``change``
    dict argument. The change dictionary at least holds a 'type' key and a
    'name' key, corresponding respectively to the type of notification and the
    name of the attribute that triggered the notification.

    Other keys may be passed depending on the value of 'type'. In the case
    where type is 'change', we also have the following keys:
    * ``owner`` : the HasTraits instance
    * ``old`` : the old value of the modified trait attribute
    * ``new`` : the new value of the modified trait attribute
    * ``name`` : the name of the modified trait attribute.

    Parameters
    ----------
    *names
        The str names of the Traits to observe on the object.
    type: str, kwarg-only
        The type of event to observe (e.g. 'change')
    """
    if not names:
        raise TypeError("Please specify at least one trait name to observe.")
    for name in names:
        if name is not All and not isinstance(name, six.string_types):
            raise TypeError("trait names to observe must be strings or All, not %r" % name)
    return ObserveHandler(names, type=kwargs.get('type', 'change'))


def observe_compat(func):
    """Backward-compatibility shim decorator for observers

    Use with:

    @observe('name')
    @observe_compat
    def _foo_changed(self, change):
        ...

    With this, `super()._foo_changed(self, name, old, new)` in subclasses will still work.
    Allows adoption of new observer API without breaking subclasses that override and super.
    """
    def compatible_observer(self, change_or_name, old=Undefined, new=Undefined):
        if isinstance(change_or_name, dict):
            change = change_or_name
        else:
            clsname = self.__class__.__name__
            warn("A parent of %s._%s_changed has adopted the new (traitlets 4.1) @observe(change) API" % (
                clsname, change_or_name), DeprecationWarning)
            change = Bunch(
                type='change',
                old=old,
                new=new,
                name=change_or_name,
                owner=self,
            )
        return func(self, change)
    return compatible_observer


def validate(*names):
    """A decorator to register cross validator of HasTraits object's state
    when a Trait is set.

    The handler passed to the decorator must have one ``proposal`` dict argument.
    The proposal dictionary must hold the following keys:
    * ``owner`` : the HasTraits instance
    * ``value`` : the proposed value for the modified trait attribute
    * ``trait`` : the TraitType instance associated with the attribute

    Parameters
    ----------
    names
        The str names of the Traits to validate.

    Notes
    -----
    Since the owner has access to the ``HasTraits`` instance via the 'owner' key,
    the registered cross validator could potentially make changes to attributes
    of the ``HasTraits`` instance. However, we recommend not to do so. The reason
    is that the cross-validation of attributes may run in arbitrary order when
    exiting the ``hold_trait_notifications`` context, and such changes may not
    commute.
    """
    if not names:
        raise TypeError("Please specify at least one trait name to validate.")
    for name in names:
        if name is not All and not isinstance(name, six.string_types):
            raise TypeError("trait names to validate must be strings or All, not %r" % name)
    return ValidateHandler(names)


def default(name):
    """ A decorator which assigns a dynamic default for a Trait on a HasTraits object.

    Parameters
    ----------
    name
        The str name of the Trait on the object whose default should be generated.

    Notes
    -----
    Unlike observers and validators which are properties of the HasTraits
    instance, default value generators are class-level properties.

    Besides, default generators are only invoked if they are registered in
    subclasses of `this_type`.

    ::

        class A(HasTraits):
            bar = Int()

            @default('bar')
            def get_bar_default(self):
                return 11


        class B(A):
            bar = Float()  # This trait ignores the default generator defined in
                           # the base class A


        class C(B):

            @default('bar')
            def some_other_default(self):  # This default generator should not be
                return 3.0                 # ignored since it is defined in a
                                           # class derived from B.a.this_class.
    """
    if not isinstance(name, six.string_types):
        raise TypeError("Trait name must be a string or All, not %r" % name)
    return DefaultHandler(name)


class EventHandler(BaseDescriptor):

    def _init_call(self, func):
        self.func = func
        return self

    def __call__(self, *args, **kwargs):
        """Pass `*args` and `**kwargs` to the handler's function if it exists."""
        if hasattr(self, 'func'):
            return self.func(*args, **kwargs)
        else:
            return self._init_call(*args, **kwargs)

    def __get__(self, inst, cls=None):
        if inst is None:
            return self
        return types.MethodType(self.func, inst)


class ObserveHandler(EventHandler):

    def __init__(self, names, type):
        self.trait_names = names
        self.type = type

    def instance_init(self, inst):
        inst.observe(self, self.trait_names, type=self.type)


class ValidateHandler(EventHandler):

    def __init__(self, names):
        self.trait_names = names

    def instance_init(self, inst):
        inst._register_validator(self, self.trait_names)


class DefaultHandler(EventHandler):

    def __init__(self, name):
        self.trait_name = name

    def class_init(self, cls, name):
        super(DefaultHandler, self).class_init(cls, name)
        cls._trait_default_generators[self.trait_name] = self


class HasDescriptors(six.with_metaclass(MetaHasDescriptors, object)):
    """The base class for all classes that have descriptors.
    """

    def __new__(cls, *args, **kwargs):
        # This is needed because object.__new__ only accepts
        # the cls argument.
        new_meth = super(HasDescriptors, cls).__new__
        if new_meth is object.__new__:
            inst = new_meth(cls)
        else:
            inst = new_meth(cls, *args, **kwargs)
        inst.setup_instance(*args, **kwargs)
        return inst

    def setup_instance(self, *args, **kwargs):
        """
        This is called **before** self.__init__ is called.
        """
        self._cross_validation_lock = False
        cls = self.__class__
        for key in dir(cls):
            # Some descriptors raise AttributeError like zope.interface's
            # __provides__ attributes even though they exist.  This causes
            # AttributeErrors even though they are listed in dir(cls).
            try:
                value = getattr(cls, key)
            except AttributeError:
                pass
            else:
                if isinstance(value, BaseDescriptor):
                    value.instance_init(self)


class HasTraits(six.with_metaclass(MetaHasTraits, HasDescriptors)):

    def setup_instance(self, *args, **kwargs):
        self._trait_values = {}
        self._trait_notifiers = {}
        self._trait_validators = {}
        super(HasTraits, self).setup_instance(*args, **kwargs)

    def __init__(self, *args, **kwargs):
        # Allow trait values to be set using keyword arguments.
        # We need to use setattr for this to trigger validation and
        # notifications.
        super_args = args
        super_kwargs = {}
        with self.hold_trait_notifications():
            for key, value in kwargs.items():
                if self.has_trait(key):
                    setattr(self, key, value)
                else:
                    # passthrough args that don't set traits to super
                    super_kwargs[key] = value
        try:
            super(HasTraits, self).__init__(*super_args, **super_kwargs)
        except TypeError as e:
            arg_s_list = [ repr(arg) for arg in super_args ]
            for k, v in super_kwargs.items():
                arg_s_list.append("%s=%r" % (k, v))
            arg_s = ', '.join(arg_s_list)
            warn(
                "Passing unrecoginized arguments to super({classname}).__init__({arg_s}).\n"
                "{error}\n"
                "This is deprecated in traitlets 4.2."
                "This error will be raised in a future release of traitlets."
                .format(
                    arg_s=arg_s, classname=self.__class__.__name__,
                    error=e,
                ),
                DeprecationWarning,
                stacklevel=2,
            )

    def __getstate__(self):
        d = self.__dict__.copy()
        # event handlers stored on an instance are
        # expected to be reinstantiated during a
        # recall of instance_init during __setstate__
        d['_trait_notifiers'] = {}
        d['_trait_validators'] = {}
        return d

    def __setstate__(self, state):
        self.__dict__ = state.copy()

        # event handlers are reassigned to self
        cls = self.__class__
        for key in dir(cls):
            # Some descriptors raise AttributeError like zope.interface's
            # __provides__ attributes even though they exist.  This causes
            # AttributeErrors even though they are listed in dir(cls).
            try:
                value = getattr(cls, key)
            except AttributeError:
                pass
            else:
                if isinstance(value, EventHandler):
                    value.instance_init(self)

    @property
    @contextlib.contextmanager
    def cross_validation_lock(self):
        """
        A contextmanager for running a block with our cross validation lock set
        to True.

        At the end of the block, the lock's value is restored to its value
        prior to entering the block.
        """
        if self._cross_validation_lock:
            yield
            return
        else:
            try:
                self._cross_validation_lock = True
                yield
            finally:
                self._cross_validation_lock = False

    @contextlib.contextmanager
    def hold_trait_notifications(self):
        """Context manager for bundling trait change notifications and cross
        validation.

        Use this when doing multiple trait assignments (init, config), to avoid
        race conditions in trait notifiers requesting other trait values.
        All trait notifications will fire after all values have been assigned.
        """
        if self._cross_validation_lock:
            yield
            return
        else:
            cache = {}
            notify_change = self.notify_change

            def compress(past_changes, change):
                """Merges the provided change with the last if possible."""
                if past_changes is None:
                    return [change]
                else:
                    if past_changes[-1]['type'] == 'change' and change.type == 'change':
                        past_changes[-1]['new'] = change.new
                    else:
                        # In case of changes other than 'change', append the notification.
                        past_changes.append(change)
                    return past_changes

            def hold(change):
                name = change.name
                cache[name] = compress(cache.get(name), change)

            try:
                # Replace notify_change with `hold`, caching and compressing
                # notifications, disable cross validation and yield.
                self.notify_change = hold
                self._cross_validation_lock = True
                yield
                # Cross validate final values when context is released.
                for name in list(cache.keys()):
                    trait = getattr(self.__class__, name)
                    value = trait._cross_validate(self, getattr(self, name))
                    self.set_trait(name, value)
            except TraitError as e:
                # Roll back in case of TraitError during final cross validation.
                self.notify_change = lambda x: None
                for name, changes in cache.items():
                    for change in changes[::-1]:
                        # TODO: Separate in a rollback function per notification type.
                        if change.type == 'change':
                            if change.old is not Undefined:
                                self.set_trait(name, change.old)
                            else:
                                self._trait_values.pop(name)
                cache = {}
                raise e
            finally:
                self._cross_validation_lock = False
                # Restore method retrieval from class
                del self.notify_change

                # trigger delayed notifications
                for changes in cache.values():
                    for change in changes:
                        self.notify_change(change)

    def _notify_trait(self, name, old_value, new_value):
        self.notify_change(Bunch(
            name=name,
            old=old_value,
            new=new_value,
            owner=self,
            type='change',
        ))

    def notify_change(self, change):
        if not isinstance(change, Bunch):
            # cast to bunch if given a dict
            change = Bunch(change)
        name, type = change.name, change.type

        callables = []
        callables.extend(self._trait_notifiers.get(name, {}).get(type, []))
        callables.extend(self._trait_notifiers.get(name, {}).get(All, []))
        callables.extend(self._trait_notifiers.get(All, {}).get(type, []))
        callables.extend(self._trait_notifiers.get(All, {}).get(All, []))

        # Now static ones
        magic_name = '_%s_changed' % name
        if hasattr(self, magic_name):
            class_value = getattr(self.__class__, magic_name)
            if not isinstance(class_value, ObserveHandler):
                _deprecated_method(class_value, self.__class__, magic_name,
                    "use @observe and @unobserve instead.")
                cb = getattr(self, magic_name)
                # Only append the magic method if it was not manually registered
                if cb not in callables:
                    callables.append(_callback_wrapper(cb))

        # Call them all now
        # Traits catches and logs errors here.  I allow them to raise
        for c in callables:
            # Bound methods have an additional 'self' argument.

            if isinstance(c, _CallbackWrapper):
                c = c.__call__
            elif isinstance(c, EventHandler) and c.name is not None:
                c = getattr(self, c.name)

            c(change)

    def _add_notifiers(self, handler, name, type):
        if name not in self._trait_notifiers:
            nlist = []
            self._trait_notifiers[name] = {type: nlist}
        else:
            if type not in self._trait_notifiers[name]:
                nlist = []
                self._trait_notifiers[name][type] = nlist
            else:
                nlist = self._trait_notifiers[name][type]
        if handler not in nlist:
            nlist.append(handler)

    def _remove_notifiers(self, handler, name, type):
        try:
            if handler is None:
                del self._trait_notifiers[name][type]
            else:
                self._trait_notifiers[name][type].remove(handler)
        except KeyError:
            pass

    def on_trait_change(self, handler=None, name=None, remove=False):
        """DEPRECATED: Setup a handler to be called when a trait changes.

        This is used to setup dynamic notifications of trait changes.

        Static handlers can be created by creating methods on a HasTraits
        subclass with the naming convention '_[traitname]_changed'.  Thus,
        to create static handler for the trait 'a', create the method
        _a_changed(self, name, old, new) (fewer arguments can be used, see
        below).

        If `remove` is True and `handler` is not specified, all change
        handlers for the specified name are uninstalled.

        Parameters
        ----------
        handler : callable, None
            A callable that is called when a trait changes.  Its
            signature can be handler(), handler(name), handler(name, new),
            handler(name, old, new), or handler(name, old, new, self).
        name : list, str, None
            If None, the handler will apply to all traits.  If a list
            of str, handler will apply to all names in the list.  If a
            str, the handler will apply just to that name.
        remove : bool
            If False (the default), then install the handler.  If True
            then unintall it.
        """
        warn("on_trait_change is deprecated in traitlets 4.1: use observe instead",
             DeprecationWarning, stacklevel=2)
        if name is None:
            name = All
        if remove:
            self.unobserve(_callback_wrapper(handler), names=name)
        else:
            self.observe(_callback_wrapper(handler), names=name)

    def observe(self, handler, names=All, type='change'):
        """Setup a handler to be called when a trait changes.

        This is used to setup dynamic notifications of trait changes.

        Parameters
        ----------
        handler : callable
            A callable that is called when a trait changes. Its
            signature should be ``handler(change)``, where ``change`` is a
            dictionary. The change dictionary at least holds a 'type' key.
            * ``type``: the type of notification.
            Other keys may be passed depending on the value of 'type'. In the
            case where type is 'change', we also have the following keys:
            * ``owner`` : the HasTraits instance
            * ``old`` : the old value of the modified trait attribute
            * ``new`` : the new value of the modified trait attribute
            * ``name`` : the name of the modified trait attribute.
        names : list, str, All
            If names is All, the handler will apply to all traits.  If a list
            of str, handler will apply to all names in the list.  If a
            str, the handler will apply just to that name.
        type : str, All (default: 'change')
            The type of notification to filter by. If equal to All, then all
            notifications are passed to the observe handler.
        """
        names = parse_notifier_name(names)
        for n in names:
            self._add_notifiers(handler, n, type)

    def unobserve(self, handler, names=All, type='change'):
        """Remove a trait change handler.

        This is used to unregister handlers to trait change notifications.

        Parameters
        ----------
        handler : callable
            The callable called when a trait attribute changes.
        names : list, str, All (default: All)
            The names of the traits for which the specified handler should be
            uninstalled. If names is All, the specified handler is uninstalled
            from the list of notifiers corresponding to all changes.
        type : str or All (default: 'change')
            The type of notification to filter by. If All, the specified handler
            is uninstalled from the list of notifiers corresponding to all types.
        """
        names = parse_notifier_name(names)
        for n in names:
            self._remove_notifiers(handler, n, type)

    def unobserve_all(self, name=All):
        """Remove trait change handlers of any type for the specified name.
        If name is not specified, removes all trait notifiers."""
        if name is All:
            self._trait_notifiers = {}
        else:
            try:
                del self._trait_notifiers[name]
            except KeyError:
                pass

    def _register_validator(self, handler, names):
        """Setup a handler to be called when a trait should be cross validated.

        This is used to setup dynamic notifications for cross-validation.

        If a validator is already registered for any of the provided names, a
        TraitError is raised and no new validator is registered.

        Parameters
        ----------
        handler : callable
            A callable that is called when the given trait is cross-validated.
            Its signature is handler(proposal), where proposal is a Bunch (dictionary with attribute access)
            with the following attributes/keys:
                * ``owner`` : the HasTraits instance
                * ``value`` : the proposed value for the modified trait attribute
                * ``trait`` : the TraitType instance associated with the attribute
        names : List of strings
            The names of the traits that should be cross-validated
        """
        for name in names:
            magic_name = '_%s_validate' % name
            if hasattr(self, magic_name):
                class_value = getattr(self.__class__, magic_name)
                if not isinstance(class_value, ValidateHandler):
                    _deprecated_method(class_value, self.__class, magic_name,
                        "use @validate decorator instead.")
        for name in names:
            self._trait_validators[name] = handler

    def add_traits(self, **traits):
        """Dynamically add trait attributes to the HasTraits instance."""
        self.__class__ = type(self.__class__.__name__, (self.__class__,),
                              traits)
        for trait in traits.values():
            trait.instance_init(self)

    def set_trait(self, name, value):
        """Forcibly sets trait attribute, including read-only attributes."""
        cls = self.__class__
        if not self.has_trait(name):
            raise TraitError("Class %s does not have a trait named %s" %
                                (cls.__name__, name))
        else:
            getattr(cls, name).set(self, value)

    @classmethod
    def class_trait_names(cls, **metadata):
        """Get a list of all the names of this class' traits.

        This method is just like the :meth:`trait_names` method,
        but is unbound.
        """
        return list(cls.class_traits(**metadata))

    @classmethod
    def class_traits(cls, **metadata):
        """Get a ``dict`` of all the traits of this class.  The dictionary
        is keyed on the name and the values are the TraitType objects.

        This method is just like the :meth:`traits` method, but is unbound.

        The TraitTypes returned don't know anything about the values
        that the various HasTrait's instances are holding.

        The metadata kwargs allow functions to be passed in which
        filter traits based on metadata values.  The functions should
        take a single value as an argument and return a boolean.  If
        any function returns False, then the trait is not included in
        the output.  If a metadata key doesn't exist, None will be passed
        to the function.
        """
        traits = dict([memb for memb in getmembers(cls) if
                     isinstance(memb[1], TraitType)])

        if len(metadata) == 0:
            return traits

        result = {}
        for name, trait in traits.items():
            for meta_name, meta_eval in metadata.items():
                if type(meta_eval) is not types.FunctionType:
                    meta_eval = _SimpleTest(meta_eval)
                if not meta_eval(trait.metadata.get(meta_name, None)):
                    break
            else:
                result[name] = trait

        return result

    @classmethod
    def class_own_traits(cls, **metadata):
        """Get a dict of all the traitlets defined on this class, not a parent.

        Works like `class_traits`, except for excluding traits from parents.
        """
        sup = super(cls, cls)
        return {n: t for (n, t) in cls.class_traits(**metadata).items()
                if getattr(sup, n, None) is not t}

    def has_trait(self, name):
        """Returns True if the object has a trait with the specified name."""
        return isinstance(getattr(self.__class__, name, None), TraitType)

    def trait_names(self, **metadata):
        """Get a list of all the names of this class' traits."""
        return list(self.traits(**metadata))

    def traits(self, **metadata):
        """Get a ``dict`` of all the traits of this class.  The dictionary
        is keyed on the name and the values are the TraitType objects.

        The TraitTypes returned don't know anything about the values
        that the various HasTrait's instances are holding.

        The metadata kwargs allow functions to be passed in which
        filter traits based on metadata values.  The functions should
        take a single value as an argument and return a boolean.  If
        any function returns False, then the trait is not included in
        the output.  If a metadata key doesn't exist, None will be passed
        to the function.
        """
        traits = dict([memb for memb in getmembers(self.__class__) if
                     isinstance(memb[1], TraitType)])

        if len(metadata) == 0:
            return traits

        result = {}
        for name, trait in traits.items():
            for meta_name, meta_eval in metadata.items():
                if type(meta_eval) is not types.FunctionType:
                    meta_eval = _SimpleTest(meta_eval)
                if not meta_eval(trait.metadata.get(meta_name, None)):
                    break
            else:
                result[name] = trait

        return result

    def trait_metadata(self, traitname, key, default=None):
        """Get metadata values for trait by key."""
        try:
            trait = getattr(self.__class__, traitname)
        except AttributeError:
            raise TraitError("Class %s does not have a trait named %s" %
                                (self.__class__.__name__, traitname))
        metadata_name = '_' + traitname + '_metadata'
        if hasattr(self, metadata_name) and key in getattr(self, metadata_name):
            return getattr(self, metadata_name).get(key, default)
        else:
            return trait.metadata.get(key, default)

    @classmethod
    def class_own_trait_events(cls, name):
        """Get a dict of all event handlers defined on this class, not a parent.

        Works like ``event_handlers``, except for excluding traits from parents.
        """
        sup = super(cls, cls)
        return {n: e for (n, e) in cls.events(name).items()
                if getattr(sup, n, None) is not e}

    @classmethod
    def trait_events(cls, name=None):
        """Get a ``dict`` of all the event handlers of this class.

        Parameters
        ----------
        name: str (default: None)
            The name of a trait of this class. If name is ``None`` then all
            the event handlers of this class will be returned instead.

        Returns
        -------
        The event handlers associated with a trait name, or all event handlers.
        """
        events = {}
        for k, v in getmembers(cls):
            if isinstance(v, EventHandler):
                if name is None:
                    events[k] = v
                elif name in v.trait_names:
                    events[k] = v
                elif hasattr(v, 'tags'):
                    if cls.trait_names(**v.tags):
                        events[k] = v
        return events

#-----------------------------------------------------------------------------
# Actual TraitTypes implementations/subclasses
#-----------------------------------------------------------------------------

#-----------------------------------------------------------------------------
# TraitTypes subclasses for handling classes and instances of classes
#-----------------------------------------------------------------------------


class ClassBasedTraitType(TraitType):
    """
    A trait with error reporting and string -> type resolution for Type,
    Instance and This.
    """

    def _resolve_string(self, string):
        """
        Resolve a string supplied for a type into an actual object.
        """
        return import_item(string)

    def error(self, obj, value):
        kind = type(value)
        if six.PY2 and kind is InstanceType:
            msg = 'class %s' % value.__class__.__name__
        else:
            msg = '%s (i.e. %s)' % ( str( kind )[1:-1], repr( value ) )

        if obj is not None:
            e = "The '%s' trait of %s instance must be %s, but a value of %s was specified." \
                % (self.name, class_of(obj),
                   self.info(), msg)
        else:
            e = "The '%s' trait must be %s, but a value of %r was specified." \
                % (self.name, self.info(), msg)

        raise TraitError(e)


class Type(ClassBasedTraitType):
    """A trait whose value must be a subclass of a specified class."""

    def __init__ (self, default_value=Undefined, klass=None, **kwargs):
        """Construct a Type trait

        A Type trait specifies that its values must be subclasses of
        a particular class.

        If only ``default_value`` is given, it is used for the ``klass`` as
        well. If neither are given, both default to ``object``.

        Parameters
        ----------
        default_value : class, str or None
            The default value must be a subclass of klass.  If an str,
            the str must be a fully specified class name, like 'foo.bar.Bah'.
            The string is resolved into real class, when the parent
            :class:`HasTraits` class is instantiated.
        klass : class, str [ default object ]
            Values of this trait must be a subclass of klass.  The klass
            may be specified in a string like: 'foo.bar.MyClass'.
            The string is resolved into real class, when the parent
            :class:`HasTraits` class is instantiated.
        allow_none : bool [ default False ]
            Indicates whether None is allowed as an assignable value.
        """
        if default_value is Undefined:
            new_default_value = object if (klass is None) else klass
        else:
            new_default_value = default_value

        if klass is None:
            if (default_value is None) or (default_value is Undefined):
                klass = object
            else:
                klass = default_value

        if not (inspect.isclass(klass) or isinstance(klass, six.string_types)):
            raise TraitError("A Type trait must specify a class.")

        self.klass = klass

        super(Type, self).__init__(new_default_value, **kwargs)

    def validate(self, obj, value):
        """Validates that the value is a valid object instance."""
        if isinstance(value, six.string_types):
            try:
                value = self._resolve_string(value)
            except ImportError:
                raise TraitError("The '%s' trait of %s instance must be a type, but "
                                 "%r could not be imported" % (self.name, obj, value))
        try:
            if issubclass(value, self.klass):
                return value
        except:
            pass

        self.error(obj, value)

    def info(self):
        """ Returns a description of the trait."""
        if isinstance(self.klass, six.string_types):
            klass = self.klass
        else:
            klass = self.klass.__module__ + '.' + self.klass.__name__
        result = "a subclass of '%s'" % klass
        if self.allow_none:
            return result + ' or None'
        return result

    def instance_init(self, obj):
        self._resolve_classes()
        super(Type, self).instance_init(obj)

    def _resolve_classes(self):
        if isinstance(self.klass, six.string_types):
            self.klass = self._resolve_string(self.klass)
        if isinstance(self.default_value, six.string_types):
            self.default_value = self._resolve_string(self.default_value)

    def default_value_repr(self):
        value = self.default_value
        if isinstance(value, six.string_types):
            return repr(value)
        else:
            return repr('{}.{}'.format(value.__module__, value.__name__))


class Instance(ClassBasedTraitType):
    """A trait whose value must be an instance of a specified class.

    The value can also be an instance of a subclass of the specified class.

    Subclasses can declare default classes by overriding the klass attribute
    """

    klass = None

    def __init__(self, klass=None, args=None, kw=None, **kwargs):
        """Construct an Instance trait.

        This trait allows values that are instances of a particular
        class or its subclasses.  Our implementation is quite different
        from that of enthough.traits as we don't allow instances to be used
        for klass and we handle the ``args`` and ``kw`` arguments differently.

        Parameters
        ----------
        klass : class, str
            The class that forms the basis for the trait.  Class names
            can also be specified as strings, like 'foo.bar.Bar'.
        args : tuple
            Positional arguments for generating the default value.
        kw : dict
            Keyword arguments for generating the default value.
        allow_none : bool [ default False ]
            Indicates whether None is allowed as a value.

        Notes
        -----
        If both ``args`` and ``kw`` are None, then the default value is None.
        If ``args`` is a tuple and ``kw`` is a dict, then the default is
        created as ``klass(*args, **kw)``.  If exactly one of ``args`` or ``kw`` is
        None, the None is replaced by ``()`` or ``{}``, respectively.
        """
        if klass is None:
            klass = self.klass

        if (klass is not None) and (inspect.isclass(klass) or isinstance(klass, six.string_types)):
            self.klass = klass
        else:
            raise TraitError('The klass attribute must be a class'
                                ' not: %r' % klass)

        if (kw is not None) and not isinstance(kw, dict):
            raise TraitError("The 'kw' argument must be a dict or None.")
        if (args is not None) and not isinstance(args, tuple):
            raise TraitError("The 'args' argument must be a tuple or None.")

        self.default_args = args
        self.default_kwargs = kw

        super(Instance, self).__init__(**kwargs)

    def validate(self, obj, value):
        if isinstance(value, self.klass):
            return value
        else:
            self.error(obj, value)

    def info(self):
        if isinstance(self.klass, six.string_types):
            klass = self.klass
        else:
            klass = self.klass.__name__
        result = class_of(klass)
        if self.allow_none:
            return result + ' or None'

        return result

    def instance_init(self, obj):
        self._resolve_classes()
        super(Instance, self).instance_init(obj)

    def _resolve_classes(self):
        if isinstance(self.klass, six.string_types):
            self.klass = self._resolve_string(self.klass)

    def make_dynamic_default(self):
        if (self.default_args is None) and (self.default_kwargs is None):
            return None
        return self.klass(*(self.default_args or ()),
                          **(self.default_kwargs or {}))

    def default_value_repr(self):
        return repr(self.make_dynamic_default())


class ForwardDeclaredMixin(object):
    """
    Mixin for forward-declared versions of Instance and Type.
    """
    def _resolve_string(self, string):
        """
        Find the specified class name by looking for it in the module in which
        our this_class attribute was defined.
        """
        modname = self.this_class.__module__
        return import_item('.'.join([modname, string]))


class ForwardDeclaredType(ForwardDeclaredMixin, Type):
    """
    Forward-declared version of Type.
    """
    pass


class ForwardDeclaredInstance(ForwardDeclaredMixin, Instance):
    """
    Forward-declared version of Instance.
    """
    pass


class This(ClassBasedTraitType):
    """A trait for instances of the class containing this trait.

    Because how how and when class bodies are executed, the ``This``
    trait can only have a default value of None.  This, and because we
    always validate default values, ``allow_none`` is *always* true.
    """

    info_text = 'an instance of the same type as the receiver or None'

    def __init__(self, **kwargs):
        super(This, self).__init__(None, **kwargs)

    def validate(self, obj, value):
        # What if value is a superclass of obj.__class__?  This is
        # complicated if it was the superclass that defined the This
        # trait.
        if isinstance(value, self.this_class) or (value is None):
            return value
        else:
            self.error(obj, value)


class Union(TraitType):
    """A trait type representing a Union type."""

    def __init__(self, trait_types, **kwargs):
        """Construct a Union  trait.

        This trait allows values that are allowed by at least one of the
        specified trait types. A Union traitlet cannot have metadata on
        its own, besides the metadata of the listed types.

        Parameters
        ----------
        trait_types: sequence
            The list of trait types of length at least 1.

        Notes
        -----
        Union([Float(), Bool(), Int()]) attempts to validate the provided values
        with the validation function of Float, then Bool, and finally Int.
        """
        self.trait_types = trait_types
        self.info_text = " or ".join([tt.info() for tt in self.trait_types])
        super(Union, self).__init__(**kwargs)

    def class_init(self, cls, name):
        for trait_type in self.trait_types:
            trait_type.class_init(cls, None)
        super(Union, self).class_init(cls, name)

    def instance_init(self, obj):
        for trait_type in self.trait_types:
            trait_type.instance_init(obj)
        super(Union, self).instance_init(obj)

    def validate(self, obj, value):
        with obj.cross_validation_lock:
            for trait_type in self.trait_types:
                try:
                    v = trait_type._validate(obj, value)
                    # In the case of an element trait, the name is None
                    if self.name is not None:
                        setattr(obj, '_' + self.name + '_metadata', trait_type.metadata)
                    return v
                except TraitError:
                    continue
        self.error(obj, value)

    def __or__(self, other):
        if isinstance(other, Union):
            return Union(self.trait_types + other.trait_types)
        else:
            return Union(self.trait_types + [other])

    def make_dynamic_default(self):
        if self.default_value is not Undefined:
            return self.default_value
        for trait_type in self.trait_types:
            if trait_type.default_value is not Undefined:
                return trait_type.default_value
            elif hasattr(trait_type, 'make_dynamic_default'):
                return trait_type.make_dynamic_default()


#-----------------------------------------------------------------------------
# Basic TraitTypes implementations/subclasses
#-----------------------------------------------------------------------------


class Any(TraitType):
    """A trait which allows any value."""
    default_value = None
    info_text = 'any value'


def _validate_bounds(trait, obj, value):
    """
    Validate that a number to be applied to a trait is between bounds.

    If value is not between min_bound and max_bound, this raises a
    TraitError with an error message appropriate for this trait.
    """
    if trait.min is not None and value < trait.min:
        raise TraitError(
            "The value of the '{name}' trait of {klass} instance should "
            "not be less than {min_bound}, but a value of {value} was "
            "specified".format(
                name=trait.name, klass=class_of(obj),
                value=value, min_bound=trait.min))
    if trait.max is not None and value > trait.max:
        raise TraitError(
            "The value of the '{name}' trait of {klass} instance should "
            "not be greater than {max_bound}, but a value of {value} was "
            "specified".format(
                name=trait.name, klass=class_of(obj),
                value=value, max_bound=trait.max))
    return value


class Int(TraitType):
    """An int trait."""

    default_value = 0
    info_text = 'an int'

    def __init__(self, default_value=Undefined, allow_none=False, **kwargs):
        self.min = kwargs.pop('min', None)
        self.max = kwargs.pop('max', None)
        super(Int, self).__init__(default_value=default_value,
                                  allow_none=allow_none, **kwargs)

    def validate(self, obj, value):
        if not isinstance(value, int):
            self.error(obj, value)
        return _validate_bounds(self, obj, value)


class CInt(Int):
    """A casting version of the int trait."""

    def validate(self, obj, value):
        try:
            value = int(value)
        except:
            self.error(obj, value)
        return _validate_bounds(self, obj, value)


if six.PY2:
    class Long(TraitType):
        """A long integer trait."""

        default_value = 0
        info_text = 'a long'

        def __init__(self, default_value=Undefined, allow_none=False, **kwargs):
            self.min = kwargs.pop('min', None)
            self.max = kwargs.pop('max', None)
            super(Long, self).__init__(
                default_value=default_value,
                allow_none=allow_none, **kwargs)

        def _validate_long(self, obj, value):
            if isinstance(value, long):
                return value
            if isinstance(value, int):
                return long(value)
            self.error(obj, value)

        def validate(self, obj, value):
            value = self._validate_long(obj, value)
            return _validate_bounds(self, obj, value)


    class CLong(Long):
        """A casting version of the long integer trait."""

        def validate(self, obj, value):
            try:
                value = long(value)
            except:
                self.error(obj, value)
            return _validate_bounds(self, obj, value)


    class Integer(TraitType):
        """An integer trait.

        Longs that are unnecessary (<= sys.maxint) are cast to ints."""

        default_value = 0
        info_text = 'an integer'

        def __init__(self, default_value=Undefined, allow_none=False, **kwargs):
            self.min = kwargs.pop('min', None)
            self.max = kwargs.pop('max', None)
            super(Integer, self).__init__(
                default_value=default_value,
                allow_none=allow_none, **kwargs)

        def _validate_int(self, obj, value):
            if isinstance(value, int):
                return value
            if isinstance(value, long):
                # downcast longs that fit in int:
                # note that int(n > sys.maxint) returns a long, so
                # we don't need a condition on this cast
                return int(value)
            if sys.platform == "cli":
                from System import Int64
                if isinstance(value, Int64):
                    return int(value)
            self.error(obj, value)

        def validate(self, obj, value):
            value = self._validate_int(obj, value)
            return _validate_bounds(self, obj, value)

else:
    Long, CLong = Int, CInt
    Integer = Int


class Float(TraitType):
    """A float trait."""

    default_value = 0.0
    info_text = 'a float'

    def __init__(self, default_value=Undefined, allow_none=False, **kwargs):
        self.min = kwargs.pop('min', -float('inf'))
        self.max = kwargs.pop('max', float('inf'))
        super(Float, self).__init__(default_value=default_value,
                                    allow_none=allow_none, **kwargs)

    def validate(self, obj, value):
        if isinstance(value, int):
            value = float(value)
        if not isinstance(value, float):
            self.error(obj, value)
        return _validate_bounds(self, obj, value)


class CFloat(Float):
    """A casting version of the float trait."""

    def validate(self, obj, value):
        try:
            value = float(value)
        except:
            self.error(obj, value)
        return _validate_bounds(self, obj, value)


class Complex(TraitType):
    """A trait for complex numbers."""

    default_value = 0.0 + 0.0j
    info_text = 'a complex number'

    def validate(self, obj, value):
        if isinstance(value, complex):
            return value
        if isinstance(value, (float, int)):
            return complex(value)
        self.error(obj, value)


class CComplex(Complex):
    """A casting version of the complex number trait."""

    def validate (self, obj, value):
        try:
            return complex(value)
        except:
            self.error(obj, value)

# We should always be explicit about whether we're using bytes or unicode, both
# for Python 3 conversion and for reliable unicode behaviour on Python 2. So
# we don't have a Str type.
class Bytes(TraitType):
    """A trait for byte strings."""

    default_value = b''
    info_text = 'a bytes object'

    def validate(self, obj, value):
        if isinstance(value, bytes):
            return value
        self.error(obj, value)


class CBytes(Bytes):
    """A casting version of the byte string trait."""

    def validate(self, obj, value):
        try:
            return bytes(value)
        except:
            self.error(obj, value)


class Unicode(TraitType):
    """A trait for unicode strings."""

    default_value = u''
    info_text = 'a unicode string'

    def validate(self, obj, value):
        if isinstance(value, six.text_type):
            return value
        if isinstance(value, bytes):
            try:
                return value.decode('ascii', 'strict')
            except UnicodeDecodeError:
                msg = "Could not decode {!r} for unicode trait '{}' of {} instance."
                raise TraitError(msg.format(value, self.name, class_of(obj)))
        self.error(obj, value)


class CUnicode(Unicode):
    """A casting version of the unicode trait."""

    def validate(self, obj, value):
        try:
            return six.text_type(value)
        except:
            self.error(obj, value)


class ObjectName(TraitType):
    """A string holding a valid object name in this version of Python.

    This does not check that the name exists in any scope."""
    info_text = "a valid object identifier in Python"

    if six.PY2:
        # Python 2:
        def coerce_str(self, obj, value):
            "In Python 2, coerce ascii-only unicode to str"
            if isinstance(value, unicode):
                try:
                    return str(value)
                except UnicodeEncodeError:
                    self.error(obj, value)
            return value
    else:
        coerce_str = staticmethod(lambda _,s: s)

    def validate(self, obj, value):
        value = self.coerce_str(obj, value)

        if isinstance(value, six.string_types) and isidentifier(value):
            return value
        self.error(obj, value)

class DottedObjectName(ObjectName):
    """A string holding a valid dotted object name in Python, such as A.b3._c"""
    def validate(self, obj, value):
        value = self.coerce_str(obj, value)

        if isinstance(value, six.string_types) and all(isidentifier(a)
          for a in value.split('.')):
            return value
        self.error(obj, value)


class Bool(TraitType):
    """A boolean (True, False) trait."""

    default_value = False
    info_text = 'a boolean'

    def validate(self, obj, value):
        if isinstance(value, bool):
            return value
        self.error(obj, value)


class CBool(Bool):
    """A casting version of the boolean trait."""

    def validate(self, obj, value):
        try:
            return bool(value)
        except:
            self.error(obj, value)


class Enum(TraitType):
    """An enum whose value must be in a given sequence."""

    def __init__(self, values, default_value=Undefined, **kwargs):
        self.values = values
        if kwargs.get('allow_none', False) and default_value is Undefined:
            default_value = None
        super(Enum, self).__init__(default_value, **kwargs)

    def validate(self, obj, value):
        if value in self.values:
                return value
        self.error(obj, value)

    def info(self):
        """ Returns a description of the trait."""
        result = 'any of ' + repr(self.values)
        if self.allow_none:
            return result + ' or None'
        return result

class CaselessStrEnum(Enum):
    """An enum of strings where the case should be ignored."""

    def __init__(self, values, default_value=Undefined, **kwargs):
        values = [cast_unicode_py2(value) for value in values]
        super(CaselessStrEnum, self).__init__(values, default_value=default_value, **kwargs)

    def validate(self, obj, value):
        if isinstance(value, str):
            value = cast_unicode_py2(value)
        if not isinstance(value, six.string_types):
            self.error(obj, value)

        for v in self.values:
            if v.lower() == value.lower():
                return v
        self.error(obj, value)

class Container(Instance):
    """An instance of a container (list, set, etc.)

    To be subclassed by overriding klass.
    """
    klass = None
    _cast_types = ()
    _valid_defaults = SequenceTypes
    _trait = None

    def __init__(self, trait=None, default_value=None, **kwargs):
        """Create a container trait type from a list, set, or tuple.

        The default value is created by doing ``List(default_value)``,
        which creates a copy of the ``default_value``.

        ``trait`` can be specified, which restricts the type of elements
        in the container to that TraitType.

        If only one arg is given and it is not a Trait, it is taken as
        ``default_value``:

        ``c = List([1, 2, 3])``

        Parameters
        ----------

        trait : TraitType [ optional ]
            the type for restricting the contents of the Container.  If unspecified,
            types are not checked.

        default_value : SequenceType [ optional ]
            The default value for the Trait.  Must be list/tuple/set, and
            will be cast to the container type.

        allow_none : bool [ default False ]
            Whether to allow the value to be None

        **kwargs : any
            further keys for extensions to the Trait (e.g. config)

        """
        # allow List([values]):
        if default_value is None and not is_trait(trait):
            default_value = trait
            trait = None

        if default_value is None:
            args = ()
        elif isinstance(default_value, self._valid_defaults):
            args = (default_value,)
        else:
            raise TypeError('default value of %s was %s' %(self.__class__.__name__, default_value))

        if is_trait(trait):
            if isinstance(trait, type):
                warn("Traits should be given as instances, not types (for example, `Int()`, not `Int`)."
                     " Passing types is deprecated in traitlets 4.1.",
                     DeprecationWarning, stacklevel=3)
            self._trait = trait() if isinstance(trait, type) else trait
        elif trait is not None:
            raise TypeError("`trait` must be a Trait or None, got %s" % repr_type(trait))

        super(Container,self).__init__(klass=self.klass, args=args, **kwargs)

    def element_error(self, obj, element, validator):
        e = "Element of the '%s' trait of %s instance must be %s, but a value of %s was specified." \
            % (self.name, class_of(obj), validator.info(), repr_type(element))
        raise TraitError(e)

    def validate(self, obj, value):
        if isinstance(value, self._cast_types):
            value = self.klass(value)
        value = super(Container, self).validate(obj, value)
        if value is None:
            return value

        value = self.validate_elements(obj, value)

        return value

    def validate_elements(self, obj, value):
        validated = []
        if self._trait is None or isinstance(self._trait, Any):
            return value
        for v in value:
            try:
                v = self._trait._validate(obj, v)
            except TraitError:
                self.element_error(obj, v, self._trait)
            else:
                validated.append(v)
        return self.klass(validated)

    def class_init(self, cls, name):
        if isinstance(self._trait, TraitType):
            self._trait.class_init(cls, None)
        super(Container, self).class_init(cls, name)

    def instance_init(self, obj):
        if isinstance(self._trait, TraitType):
            self._trait.instance_init(obj)
        super(Container, self).instance_init(obj)


class List(Container):
    """An instance of a Python list."""
    klass = list
    _cast_types = (tuple,)

    def __init__(self, trait=None, default_value=None, minlen=0, maxlen=sys.maxsize, **kwargs):
        """Create a List trait type from a list, set, or tuple.

        The default value is created by doing ``list(default_value)``,
        which creates a copy of the ``default_value``.

        ``trait`` can be specified, which restricts the type of elements
        in the container to that TraitType.

        If only one arg is given and it is not a Trait, it is taken as
        ``default_value``:

        ``c = List([1, 2, 3])``

        Parameters
        ----------

        trait : TraitType [ optional ]
            the type for restricting the contents of the Container.
            If unspecified, types are not checked.

        default_value : SequenceType [ optional ]
            The default value for the Trait.  Must be list/tuple/set, and
            will be cast to the container type.

        minlen : Int [ default 0 ]
            The minimum length of the input list

        maxlen : Int [ default sys.maxsize ]
            The maximum length of the input list
        """
        self._minlen = minlen
        self._maxlen = maxlen
        super(List, self).__init__(trait=trait, default_value=default_value,
                                   **kwargs)

    def length_error(self, obj, value):
        e = "The '%s' trait of %s instance must be of length %i <= L <= %i, but a value of %s was specified." \
            % (self.name, class_of(obj), self._minlen, self._maxlen, value)
        raise TraitError(e)

    def validate_elements(self, obj, value):
        length = len(value)
        if length < self._minlen or length > self._maxlen:
            self.length_error(obj, value)

        return super(List, self).validate_elements(obj, value)

    def validate(self, obj, value):
        value = super(List, self).validate(obj, value)
        value = self.validate_elements(obj, value)
        return value


class Set(List):
    """An instance of a Python set."""
    klass = set
    _cast_types = (tuple, list)

    # Redefine __init__ just to make the docstring more accurate.
    def __init__(self, trait=None, default_value=None, minlen=0, maxlen=sys.maxsize,
                 **kwargs):
        """Create a Set trait type from a list, set, or tuple.

        The default value is created by doing ``set(default_value)``,
        which creates a copy of the ``default_value``.

        ``trait`` can be specified, which restricts the type of elements
        in the container to that TraitType.

        If only one arg is given and it is not a Trait, it is taken as
        ``default_value``:

        ``c = Set({1, 2, 3})``

        Parameters
        ----------

        trait : TraitType [ optional ]
            the type for restricting the contents of the Container.
            If unspecified, types are not checked.

        default_value : SequenceType [ optional ]
            The default value for the Trait.  Must be list/tuple/set, and
            will be cast to the container type.

        minlen : Int [ default 0 ]
            The minimum length of the input list

        maxlen : Int [ default sys.maxsize ]
            The maximum length of the input list
        """
        super(Set, self).__init__(trait, default_value, minlen, maxlen, **kwargs)


class Tuple(Container):
    """An instance of a Python tuple."""
    klass = tuple
    _cast_types = (list,)

    def __init__(self, *traits, **kwargs):
        """Create a tuple from a list, set, or tuple.

        Create a fixed-type tuple with Traits:

        ``t = Tuple(Int(), Str(), CStr())``

        would be length 3, with Int,Str,CStr for each element.

        If only one arg is given and it is not a Trait, it is taken as
        default_value:

        ``t = Tuple((1, 2, 3))``

        Otherwise, ``default_value`` *must* be specified by keyword.

        Parameters
        ----------

        `*traits` : TraitTypes [ optional ]
            the types for restricting the contents of the Tuple.  If unspecified,
            types are not checked. If specified, then each positional argument
            corresponds to an element of the tuple.  Tuples defined with traits
            are of fixed length.

        default_value : SequenceType [ optional ]
            The default value for the Tuple.  Must be list/tuple/set, and
            will be cast to a tuple. If ``traits`` are specified,
            ``default_value`` must conform to the shape and type they specify.
        """
        default_value = kwargs.pop('default_value', Undefined)
        # allow Tuple((values,)):
        if len(traits) == 1 and default_value is Undefined and not is_trait(traits[0]):
            default_value = traits[0]
            traits = ()

        if default_value is Undefined:
            args = ()
        elif isinstance(default_value, self._valid_defaults):
            args = (default_value,)
        else:
            raise TypeError('default value of %s was %s' %(self.__class__.__name__, default_value))

        self._traits = []
        for trait in traits:
            if isinstance(trait, type):
                warn("Traits should be given as instances, not types (for example, `Int()`, not `Int`)"
                     " Passing types is deprecated in traitlets 4.1.",
                     DeprecationWarning, stacklevel=2)
            t = trait() if isinstance(trait, type) else trait
            self._traits.append(t)

        if self._traits and default_value is None:
            # don't allow default to be an empty container if length is specified
            args = None
        super(Container,self).__init__(klass=self.klass, args=args, **kwargs)

    def validate_elements(self, obj, value):
        if not self._traits:
            # nothing to validate
            return value
        if len(value) != len(self._traits):
            e = "The '%s' trait of %s instance requires %i elements, but a value of %s was specified." \
                % (self.name, class_of(obj), len(self._traits), repr_type(value))
            raise TraitError(e)

        validated = []
        for t, v in zip(self._traits, value):
            try:
                v = t._validate(obj, v)
            except TraitError:
                self.element_error(obj, v, t)
            else:
                validated.append(v)
        return tuple(validated)

    def class_init(self, cls, name):
        for trait in self._traits:
            if isinstance(trait, TraitType):
                trait.class_init(cls, None)
        super(Container, self).class_init(cls, name)

    def instance_init(self, obj):
        for trait in self._traits:
            if isinstance(trait, TraitType):
                trait.instance_init(obj)
        super(Container, self).instance_init(obj)


class Dict(Instance):
    """An instance of a Python dict."""
    _trait = None

    def __init__(self, trait=None, traits=None, default_value=Undefined,
                 **kwargs):
        """Create a dict trait type from a Python dict.

        The default value is created by doing ``dict(default_value)``,
        which creates a copy of the ``default_value``.

        Parameters
        ----------

        trait : TraitType [ optional ]
            The specified trait type to check and use to restrict contents of
            the Container. If unspecified, trait types are not checked.

        traits : Dictionary of trait types [ optional ]
            A Python dictionary containing the types that are valid for
            restricting the content of the Dict Container for certain keys.

        default_value : SequenceType [ optional ]
            The default value for the Dict.  Must be dict, tuple, or None, and
            will be cast to a dict if not None. If `trait` is specified, the
            `default_value` must conform to the constraints it specifies.
        """
        # Handling positional arguments
        if default_value is Undefined and trait is not None:
            if not is_trait(trait):
                default_value = trait
                trait = None

        # Handling default value
        if default_value is Undefined:
            default_value = {}
        if default_value is None:
            args = None
        elif isinstance(default_value, dict):
            args = (default_value,)
        elif isinstance(default_value, SequenceTypes):
            args = (default_value,)
        else:
            raise TypeError('default value of Dict was %s' % default_value)

        # Case where a type of TraitType is provided rather than an instance
        if is_trait(trait):
            if isinstance(trait, type):
                warn("Traits should be given as instances, not types (for example, `Int()`, not `Int`)"
                     " Passing types is deprecated in traitlets 4.1.",
                     DeprecationWarning, stacklevel=2)
            self._trait = trait() if isinstance(trait, type) else trait
        elif trait is not None:
            raise TypeError("`trait` must be a Trait or None, got %s" % repr_type(trait))

        self._traits = traits

        super(Dict, self).__init__(klass=dict, args=args, **kwargs)

    def element_error(self, obj, element, validator):
        e = "Element of the '%s' trait of %s instance must be %s, but a value of %s was specified." \
            % (self.name, class_of(obj), validator.info(), repr_type(element))
        raise TraitError(e)

    def validate(self, obj, value):
        value = super(Dict, self).validate(obj, value)
        if value is None:
            return value
        value = self.validate_elements(obj, value)
        return value

    def validate_elements(self, obj, value):
        use_dict = bool(self._traits)
        default_to = (self._trait or Any())
        if not use_dict and isinstance(default_to, Any):
            return value

        validated = {}
        for key in value:
            if use_dict and key in self._traits:
                validate_with = self._traits[key]
            else:
                validate_with = default_to
            try:
                v = value[key]
                if not isinstance(validate_with, Any):
                    v = validate_with._validate(obj, v)
            except TraitError:
                self.element_error(obj, v, validate_with)
            else:
                validated[key] = v

        return self.klass(validated)

    def class_init(self, cls, name):
        if isinstance(self._trait, TraitType):
            self._trait.class_init(cls, None)
        if self._traits is not None:
            for trait in self._traits.values():
                trait.class_init(cls, None)
        super(Dict, self).class_init(cls, name)

    def instance_init(self, obj):
        if isinstance(self._trait, TraitType):
            self._trait.instance_init(obj)
        if self._traits is not None:
            for trait in self._traits.values():
                trait.instance_init(obj)
        super(Dict, self).instance_init(obj)


class TCPAddress(TraitType):
    """A trait for an (ip, port) tuple.

    This allows for both IPv4 IP addresses as well as hostnames.
    """

    default_value = ('127.0.0.1', 0)
    info_text = 'an (ip, port) tuple'

    def validate(self, obj, value):
        if isinstance(value, tuple):
            if len(value) == 2:
                if isinstance(value[0], six.string_types) and isinstance(value[1], int):
                    port = value[1]
                    if port >= 0 and port <= 65535:
                        return value
        self.error(obj, value)

class CRegExp(TraitType):
    """A casting compiled regular expression trait.

    Accepts both strings and compiled regular expressions. The resulting
    attribute will be a compiled regular expression."""

    info_text = 'a regular expression'

    def validate(self, obj, value):
        try:
            return re.compile(value)
        except:
            self.error(obj, value)


class UseEnum(TraitType):
    """Use a Enum class as model for the data type description.
    Note that if no default-value is provided, the first enum-value is used
    as default-value.

    .. sourcecode:: python

        # -- SINCE: Python 3.4 (or install backport: pip install enum34)
        import enum
        from traitlets import HasTraits, UseEnum

        class Color(enum.Enum):
            red = 1         # -- IMPLICIT: default_value
            blue = 2
            green = 3

        class MyEntity(HasTraits):
            color = UseEnum(Color, default_value=Color.blue)

        entity = MyEntity(color=Color.red)
        entity.color = Color.green    # USE: Enum-value (preferred)
        entity.color = "green"        # USE: name (as string)
        entity.color = "Color.green"  # USE: scoped-name (as string)
        entity.color = 3              # USE: number (as int)
        assert entity.color is Color.green
    """
    default_value = None
    info_text = "Trait type adapter to a Enum class"

    def __init__(self, enum_class, default_value=None, **kwargs):
        assert issubclass(enum_class, enum.Enum), \
                          "REQUIRE: enum.Enum, but was: %r" % enum_class
        allow_none = kwargs.get("allow_none", False)
        if default_value is None and not allow_none:
            default_value = list(enum_class.__members__.values())[0]
        super(UseEnum, self).__init__(default_value=default_value, **kwargs)
        self.enum_class = enum_class
        self.name_prefix = enum_class.__name__ + "."

    def select_by_number(self, value, default=Undefined):
        """Selects enum-value by using its number-constant."""
        assert isinstance(value, int)
        enum_members = self.enum_class.__members__
        for enum_item in enum_members.values():
            if enum_item.value == value:
                return enum_item
        # -- NOT FOUND:
        return default

    def select_by_name(self, value, default=Undefined):
        """Selects enum-value by using its name or scoped-name."""
        assert isinstance(value, six.string_types)
        if value.startswith(self.name_prefix):
            # -- SUPPORT SCOPED-NAMES, like: "Color.red" => "red"
            value = value.replace(self.name_prefix, "", 1)
        return self.enum_class.__members__.get(value, default)

    def validate(self, obj, value):
        if isinstance(value, self.enum_class):
            return value
        elif isinstance(value, int):
            # -- CONVERT: number => enum_value (item)
            value2 = self.select_by_number(value)
            if value2 is not Undefined:
                return value2
        elif isinstance(value, six.string_types):
            # -- CONVERT: name or scoped_name (as string) => enum_value (item)
            value2 = self.select_by_name(value)
            if value2 is not Undefined:
                return value2
        elif value is None:
            if self.allow_none:
                return None
            else:
                return self.default_value
        self.error(obj, value)

    def info(self):
        """Returns a description of this Enum trait (in case of errors)."""
        result = "Any of: %s" % ", ".join(self.enum_class.__members__.keys())
        if self.allow_none:
            return result + " or None"
        return result
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  Source code for remoteappmanager.netutils

import socket
import errno

from tornado import gen, ioloop
from tornado.httpclient import AsyncHTTPClient, HTTPError
from tornado.log import app_log


@gen.coroutine
[docs]def wait_for_http_server_2xx(url, timeout=10):
    """Wait for an HTTP Server to respond at url and respond with a 2xx code.
    """
    loop = ioloop.IOLoop.current()
    tic = loop.time()
    client = AsyncHTTPClient()

    while loop.time() - tic < timeout:
        try:
            response = yield client.fetch(url, follow_redirects=True)
        except HTTPError as e:
            # Skip code 599 because it's expected and we don't want to
            # pollute the logs.
            if e.code != 599:
                app_log.warning("Server at %s responded with: %s", url, e.code)
        except (OSError, socket.error) as e:
            if e.errno not in {errno.ECONNABORTED,
                               errno.ECONNREFUSED,
                               errno.ECONNRESET}:
                app_log.warning("Failed to connect to %s (%s)", url, e)
        except Exception as e:
            # In case of any unexpected exception, we just log it and keep
            # trying until eventually we timeout.
            app_log.warning("Unknown exception occurred connecting to "
                            "%s (%s)", url, e)
        else:
            app_log.info("Server at %s responded with: %s", url, response.code)
            return

        yield gen.sleep(0.1)

    raise TimeoutError("Server at {} didn't respond in {} seconds".format(
        url, timeout))
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  Source code for remoteappmanager.jinja2_adapters

import hashlib

from tornado.template import Template


[docs]class Jinja2LoaderAdapter:
    """Adapts the Jinja2 environment to act as a loader
    as desired by tornado.

    The class uses duck typing to implement the interface of tornado.BaseLoader
    and relies on jinja caching to hold the premade templates.
    """
    def __init__(self, env):
        """Initializes the adapter.

        Parameters
        ----------
        env : Environment
            the jinja2 environment

        """
        self._env = env

[docs]    def reset(self):
        """Resets the LRU cache in jinja template environment.
        The method is already thread safe.
        """
        self._env.cache.clear()


[docs]    def load(self, name, parent_path=None):
        """Loads the template with a given name.

        Parameters
        ----------
        name : str
            the simple name of the template.
        parent_path : str
            The parent path (unused)

        Return
        ------
        Jinja2TemplateAdapter object, adapting a jinja template into a tornado
        template interface
        """
        return Jinja2TemplateAdapter(self._env.get_template(name))


[docs]    def resolve_path(self, name, parent_path=None):
        """Returns the absolute name of the template according to the loader.

        Parameters
        ----------
        name : str
            the simple name of the template.
        parent_path : str
            The parent path (unused)

        Return
        ------
        The absolute path of the template
        """
        _, filename, _ = self._env.loader.get_source(self._env, name)
        return filename




[docs]class Jinja2TemplateAdapter(Template):
    """Adapts the Jinja template interface to act as a tornado template.
    It reimplements the base class, but it uses no functionality of it.

    """
    def __init__(self, template):
        self._template = template

[docs]    def generate(self, **kwargs):
        """Generate this template with the given arguments."""
        return self._template.render(**kwargs)




[docs]def gravatar_id(value):
    """Computes the gravatar identifier for a given value (normally email)
    Used for jinja filter."""
    return hashlib.md5(str(value).strip().lower().encode("utf-8")).hexdigest()
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  Source code for remoteappmanager.file_config

import os

import tornado.options
from docker import tls
from traitlets import HasTraits, Int, Unicode, Bool, Dict

from remoteappmanager import paths
from remoteappmanager.traitlets import set_traits_from_dict


[docs]class FileConfig(HasTraits):
    """Configuration options for the application server.
    They are sourced from the configuration file.
    """

    ##########
    # Configuration file options. All of these come from the config file.
    tls = Bool(False,
               help="If True, connect to docker with tls")

    tls_verify = Bool(True,
                      help="If True, verify the CA certificate against a "
                           "known or self-signed CA certificate")

    tls_ca = Unicode("", help="Path to CA certificate for docker TLS")

    tls_cert = Unicode("", help="Path to client certificate for docker TLS")

    tls_key = Unicode("", help="Path to client key for docker TLS")

    docker_host = Unicode("", help="The docker host to connect to")

    #: Docker realm is a label added to containers started by this deployment
    #: of simphony-remote. You should change this to something unique only if
    #: your machine is already running other simphony-remote instances, all
    #: using the same docker server. Failing to do that would allow different
    #: simphony-remote instances to see (and interact with) each other's
    #: containers.
    docker_realm = Unicode(
        "remoteexec",
        help="The docker realm. Identifies which containers belong to a "
             "specific instance of simphony-remote.")

    database_class = Unicode(
        default_value="remoteappmanager.db.orm.ORMDatabase",
        help="The import path to a subclass of ABCDatabase")

    database_kwargs = Dict(
        default_value={'url': 'sqlite:///remoteappmanager.db'},
        help="The keyword arguments for initialising the Database instance")

    login_url = Unicode(default_value="/hub",
                        help=("The url to be redirected to if the user is not "
                              "authenticated for pages that require "
                              "authentication"))

    # The network timeout for any async operation we have to perform,
    # in seconds. 30 seconds is plenty enough.
    network_timeout = Int(default_value=30,
                          help="The timeout (seconds) for network operations")

    template_path = Unicode(
        default_value=paths.template_dir,
        help="The path where to search for jinja templates")

    static_path = Unicode(
        default_value=paths.static_dir,
        help="The path where to search for static files")

    ga_tracking_id = Unicode(
        help="The google analytics tracking id"
    )

    def __init__(self, *args, **kwargs):
        super().__init__(*args, **kwargs)
        # Sets the default of the docker configuration options from the
        # current environment. These will possibly be overridded by
        # the appropriate entries in the configuration file when parse_file
        # is invoked

        env = os.environ

        self.docker_host = env.get("DOCKER_HOST", "")
        if self.docker_host == "":
            self.docker_host = "unix://var/run/docker.sock"

        # Note that definedness, not value, is considered, meaning
        # that defining DOCKER_TLS_VERIFY=0 will still evaluate to True.
        # This is consistent with both docker behavior and general shell
        # practice.
        self.tls_verify = (env.get("DOCKER_TLS_VERIFY", "") != "")
        # We don't have an envvar way of saying TLS = True, so we rely on
        # TLS_VERIFY set status
        self.tls = self.tls_verify

        cert_path = env.get("DOCKER_CERT_PATH",
                            os.path.join(os.path.expanduser("~"), ".docker"))

        self.tls_cert = os.path.join(cert_path, 'cert.pem')
        self.tls_key = os.path.join(cert_path, 'key.pem')
        self.tls_ca = os.path.join(cert_path, 'ca.pem')

        if self.tls:
            self.docker_host = self.docker_host.replace('tcp://', 'https://')

    # -------------------------------------------------------------------------
    # Public

[docs]    def parse_config(self, config_file):
        """Parses the config file, and assign their values to our local traits.
        """
        # Keep the file line parser isolated, but use the global one
        # so that we can get the help of the command line options.
        file_line_parser = tornado.options.OptionParser()

        for traitlet_name, traitlet in self.traits().items():
            # tornado.OptionParser defines an option with a Python type
            # and performs type validation.
            default_value = getattr(self, traitlet_name)

            file_line_parser.define(
                traitlet_name,
                default=default_value,
                type=type(default_value),
                help=traitlet.help)

        # Let it raise the exception if the file is not there.
        # We always want the config file to be present, even if empty
        try:
            file_line_parser.parse_config_file(config_file)
        except FileNotFoundError:
            raise tornado.options.Error(
                'Could not find specified configuration'
                ' file "{}"'.format(config_file))

        set_traits_from_dict(self, file_line_parser.as_dict())

        if self.tls or self.tls_verify:
            self.docker_host = self.docker_host.replace('tcp://', 'https://')


[docs]    def docker_config(self):
        """Extracts the docker configuration as a dictionary suitable
        to be passed as keywords to the docker client.
        """
        params = {}
        params["base_url"] = self.docker_host

        # Note that this will throw if the certificates are not
        # present at the specified paths.
        # Note that the tls flag takes precedence against tls verify.
        # This is docker behavior.
        params["version"] = "auto"

        if not self.tls:
            return params

        tls_kwargs = {}
        tls_kwargs["client_cert"] = (self.tls_cert, self.tls_key)
        tls_kwargs["verify"] = self.tls_verify

        if self.tls_verify and self.tls_ca:
            tls_kwargs["ca_cert"] = self.tls_ca

        params["tls"] = tls.TLSConfig(**tls_kwargs)

        return params
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  Source code for remoteappmanager.handlers.user_home_handler

from tornado import gen, web

from remoteappmanager.handlers.base_handler import BaseHandler


[docs]class UserHomeHandler(BaseHandler):
    """Render the user's home page"""

    @web.authenticated
    @gen.coroutine
[docs]    def get(self):
        self.render('user/page.html')







          

      

      

    


    
        © Copyright 2016, SimPhoNy Project.
      Created using Sphinx 1.4.4.
    

  

_static/up-pressed.png





_modules/remoteappmanager/handlers/handler_authenticator.html


    
      Navigation


      
        		
          index


        		
          modules |


        		Simphony-remote 2.0.0 documentation »


          		Module code »

 
      


    


    
      
          
            
  Source code for remoteappmanager.handlers.handler_authenticator

from tornado import gen


class Authenticator:
    """Base authenticator class for the web handlers"""
    @classmethod
    @gen.coroutine
    def authenticate(cls, handler):
        """Called by the handler to authenticate the user.
        The handler passes itself as an argument, and expects a valid
        handler.current_user value, or None"""
        return None


class HubAuthenticator(Authenticator):
    """Authenticator that uses the remote JupyterHub to validate
    the request."""
    @classmethod
    @gen.coroutine
    def authenticate(cls, handler):
        # Authenticate the user against the hub. We can't use get_current_user
        # because we want to do it asynchronously.
        webapp = handler.application
        hub = webapp.hub
        cookie_name = handler.settings["cookie_name"]
        user_cookie = handler.get_cookie(cookie_name)
        user = None

        if user_cookie:
            user_data = (yield hub.verify_token(cookie_name, user_cookie))
            if user_data.get('name', '') == webapp.user.name:
                user = webapp.user

        return user
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Docker timeouts


If the application is unable to connect to docker and timeouts with the following message



Error while fetching server API version: HTTPSConnectionPool(host=‘192.168.99.100’, port=2376):
Max retries exceeded with url: /version (Caused by
ConnectTimeoutError(<requests.packages.urllib3.connection.VerifiedHTTPSConnection object at 0x106299518>,
‘Connection to 192.168.99.100 timed out. (connect timeout=60)’)).



The likely problem is that your docker machine is not reachable. The most likely cause is that
you recently recreated your default docker machine, or the docker machine is no longer reachable.
Make sure that your docker environment (DOCKER_HOST environment variable) is compatible with the
docker machine current ip address (docker-machine ip). If not, reconfigure your docker machine
environment with eval $(docker-machine env).





Error when connecting to docker: Permission denied


Check if your /var/run/docker.sock is accessible and readable. The likely cause is
that your current user is not in the docker group. Fix this by running:


sudo addgroup your_username docker






and then logging out and in again.
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  Source code for remoteappmanager.traitlets

"""Additional traitlets that we use in our application."""
from traitlets import Unicode


[docs]class UnicodeOrFalse(Unicode):
    info_text = 'a unicode string or False'

[docs]    def validate(self, obj, value):
        if value is False:
            return value
        return super().validate(obj, value)




[docs]def set_traits_from_dict(traited_instance, d):
    """Given a class with traitlets and a dictionary with keys corresponding
    to the traitlet names, set the traitlets to the associated dict values.

    Note: if a set operation fails, the appropriate traitlet exception is
    raised. Traitlets that were already set won't be rolled back.
    """
    dict_keys = d.keys()
    traitlet_names = traited_instance.trait_names()
    for name in [x for x in traitlet_names if x in dict_keys]:
        traited_instance.set_trait(name, d[name])



[docs]def as_dict(traited_instance):
    """Returns a dictionary from the traited class, with keys
    equal to trait names and values the corresponding values."""
    return {attr: getattr(traited_instance, attr)
            for attr in traited_instance.trait_names()}
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  Source code for remoteappmanager.command_line_config

import tornado.options
from tornado.options import define, options

from traitlets import HasTraits, Int, Unicode

from remoteappmanager.utils import with_end_slash, remove_quotes
from remoteappmanager.traitlets import set_traits_from_dict


[docs]class CommandLineConfig(HasTraits):
    """Configuration options for the application server"""

    # Options that are available for configuration at the command line,
    # and are set by jupyterhub
    user = Unicode(help="The user as specified at the jupyterhub login")

    ip = Unicode(help="The IP address to bind")

    port = Int(help="Port at which to spawn")

    cookie_name = Unicode(help="The cookie name for authentication")

    # This is the url path that the user sees and which leads to this server.
    # typically, it's /user/username
    base_urlpath = Unicode(help="The base url where the server resides")

    # This is the host of the hub. It's always empty (jupyterhub decision)
    hub_host = Unicode(help="The url of the jupyterhub server")

    # This is a url path that sends the request to jupyterhub.
    # It's normally /hub/
    hub_prefix = Unicode(help="The url prefix of the jupyterhub")

    # This is a full url to reach the hub api (e.g. for authentication check)
    hub_api_url = Unicode(help="The url of the jupyterhub REST API")

    # The full URL where to access the reverse proxy API.
    proxy_api_url = Unicode(help="The url of the reverse proxy API")

    config_file = Unicode(help="The path of the configuration file")

    # Used to keep track if we already added the options
    # to the global config object. If that's the case, we skip the addition
    # to the command line global option object, or we will encounter a
    # redefinition error at define()
    command_line_options_inited = False

[docs]    def parse_config(self):
        """Parses the command line arguments, and assign their
        values to our local traits.
        """

        if not self.command_line_options_inited:
            for traitlet_name, traitlet in self.traits().items():
                    define(
                        traitlet_name,
                        default=traitlet.default_value,
                        type=type(traitlet.default_value),
                        help=traitlet.help)

        self.__class__.command_line_options_inited = True

        tornado.options.parse_command_line()

        # Workaround for change in jupyterhub 0.7.0.
        # Args are passed with quotes, that are preserved in the arguments when
        # we retrieve them. We just get rid of the quotes, until a better
        # solution comes along.
        # See jupyterhub/jupyterhub#836 for details.
        opts = {k: remove_quotes(v) for k, v in options.as_dict().items()}
        set_traits_from_dict(self, opts)

        # Normalize the base_urlpath to end with a slash
        self.base_urlpath = with_end_slash(self.base_urlpath)
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  Source code for remoteappmanager.docker.async_docker_client

from concurrent.futures import ThreadPoolExecutor

import docker
import functools

# Common threaded executor for asynchronous jobs.
# Required for the AsyncDockerClient to operate.
_executor = ThreadPoolExecutor(1)


[docs]class AsyncDockerClient:
    """Provides an asynchronous interface to dockerpy.
    All Client interface is available as methods returning a future
    instead of the actual result. The resulting future can be yielded.

    This class is thread safe. Note that all instances use the same
    executor.
    """

    def __init__(self, *args, **kwargs):
        """Initialises the docker async client.

        The client uses a single, module level executor to submit
        requests and obtain futures. The futures must be yielded
        according to the tornado asynchronous interface.

        The exported methods are the same as from the docker-py
        synchronous client, with the exception of their async nature.

        Note that the executor is a ThreadPoolExecutor with a single thread.
        """
        self._sync_client = docker.Client(*args, **kwargs)

    def __getattr__(self, attr):
        """Returns the docker client method, wrapped in an async execution
        environment. The returned method must be used in conjunction with
        the yield keyword."""
        if hasattr(self._sync_client, attr):
            return functools.partial(self._submit_to_executor, attr)
        else:
            raise AttributeError(
                "'{}' object has no attribute '{}'".format(
                    type(self).__name__,
                    attr
                )
            )

    # Private

    def _submit_to_executor(self, method, *args, **kwargs):
        """Call a synchronous docker client method in a background thread,
        using the module level executor.

        Parameters
        ----------

        method : string
            A string containing a callable method
        *args, *kwargs:
            Arguments to the invoked method

        Return
        ------

        A future from the ThreadPoolExecutor.
        """
        return _executor.submit(self._invoke, method, *args, **kwargs)

    def _invoke(self, method, *args, **kwargs):
        """wrapper for calling docker methods to be passed to
        ThreadPoolExecutor.
        """
        m = getattr(self._sync_client, method)
        return m(*args, **kwargs)
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  Source code for remoteappmanager.docker.image

import string
from traitlets import Unicode, HasTraits, Dict, List

from remoteappmanager.docker.docker_labels import SIMPHONY_NS, SIMPHONY_NS_ENV
from remoteappmanager.docker import configurables

# Characters that are allowed in the environment variables.
_ALLOWED_ENVCHARS = set(string.ascii_lowercase + string.digits + "-")


[docs]class Image(HasTraits):
    """Wrap class for the docker client images dict result.
    Extracts the relevant information in a convenient interface
    """
    #: The docker id of the image
    docker_id = Unicode()

    #: The name of the image.
    name = Unicode()

    #: The user interface (web) name of the image.
    ui_name = Unicode()

    #: A visual icon to associate to the image.
    icon_128 = Unicode()

    #: A long description of the image.
    description = Unicode()

    #: The type of the image.
    type = Unicode()

    # A dictionary of supported environment variables that the
    # container can accept as parameters. Note that the labels
    # use a different notation, so a conversion takes place:
    # dashes are converted to underscores, and letters are capitalized.
    # e.g. x11-width -> X11_WIDTH
    # Only keys are used at the moment.
    env = Dict()

    # A list of configurables that the image supports.
    configurables = List()

    @classmethod
[docs]    def from_docker_dict(cls, docker_dict):
        """Converts the dict response from the dockerpy library into an
        instance of this class, extracting the relevant information.

        Parameters
        ----------
        docker_dict : dict
           Results of `docker.client.inspect_image` or an item of the
           result of `docker.client.images`
        """
        self = cls()
        self.docker_id = docker_dict["Id"]

        try:
            self.name = docker_dict["RepoTags"][0]
        except (KeyError, IndexError):
            self.name = ''

        labels = (docker_dict.get("Labels") or
                  docker_dict.get("Config", {}).get("Labels"))

        if labels is not None:
            self.ui_name = labels.get(SIMPHONY_NS.ui_name, '')
            self.icon_128 = labels.get(SIMPHONY_NS.icon_128, '')
            self.description = labels.get(SIMPHONY_NS.description, '')
            self.type = labels.get(SIMPHONY_NS.type, '')

            env_prefix = SIMPHONY_NS_ENV.namespace+"."
            for env in [lab[len(env_prefix):]
                        for lab in labels.keys()
                        if lab.startswith(env_prefix)]:

                if len(set(env) - _ALLOWED_ENVCHARS) != 0:
                    # Skip badly formed stuff.
                    continue

                env = env.upper().replace("-", "_")
                # Docker does not allow unexistent values in
                # labels, but we should not rely on them anyway,
                # as only presence of the env key has a clear
                # meaning, hence we force the value to empty.
                self.env[env] = ""

        self.configurables = configurables.for_image(self)
        return self
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  Source code for remoteappmanager.handlers.base_handler

from http.client import responses
from urllib.parse import urljoin

from tornado import web, gen

from remoteappmanager.logging.logging_mixin import LoggingMixin
from remoteappmanager.handlers.handler_authenticator import HubAuthenticator


[docs]class BaseHandler(web.RequestHandler, LoggingMixin):
    """Base class for the request handler."""

    #: The authenticator that is used to recognize the user.
    authenticator = HubAuthenticator

    @gen.coroutine
[docs]    def prepare(self):
        """Runs before any specific handler. """

        # Authenticate the user against the hub. We can't use get_current_user
        # because we want to do it asynchronously.
        self.current_user = yield self.authenticator.authenticate(self)


[docs]    def render(self, template_name, **kwargs):
        """Reimplements render to pass well known information to the rendering
        context.
        """
        command_line_config = self.application.command_line_config
        file_config = self.application.file_config

        args = dict(
            user=self.current_user,
            base_url=command_line_config.base_urlpath,
            logout_url=urljoin(command_line_config.hub_prefix, "logout")
        )

        args.update(kwargs)

        if file_config.ga_tracking_id:
            args.update({
                "analytics": {
                    "tracking_id": file_config.ga_tracking_id
                }
            })

        super(BaseHandler, self).render(template_name, **args)


[docs]    def write_error(self, status_code, **kwargs):
        """Render error page for uncaught errors"""

        # if it's a 404, just report it as such
        if status_code == 404:
            self.render('error.html',
                        status_code=status_code,
                        status_message="Not found",
                        message="Not found")
            return

        status_message = responses.get(status_code, 'Unknown HTTP Error')
        message = ""

        # If this error was caused by an uncaught exception
        # log exception message and reference number as well
        exc_info = kwargs.get('exc_info')
        if exc_info:
            exception = exc_info[1]
            ref = self.log.issue(status_message, exception)
            reason = getattr(exception, 'reason', '')
            message = '{} Ref.: {}'.format(reason, ref)

        self.render('error.html', status_code=status_code,
                    status_message=status_message, message=message)
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The database is not initalised properly


Each user’s server requires a database setup and readable by the local process on which the remoteappmanager web application is started.  The error message indicates that the database is not readable (e.g. it does not exist).  Please refer to Setup Database Accounting for details and options on setting up the database.


For more details on how the local process is managed, please refers to remoteappmanager.spawner.
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  Source code for remoteappmanager.docker.container

from remoteappmanager.docker.docker_labels import SIMPHONY_NS_RUNINFO
from traitlets import Unicode, HasTraits, Int, validate, TraitError


[docs]class Container(HasTraits):
    """Class representing a container.
    Note that its existence just describes a container.
    It does not imply that the associated container is still
    running, registered, or anything"""

    #: The docker id of the container
    docker_id = Unicode()

    #: The practical name of the container
    name = Unicode()

    #: The image name
    image_name = Unicode()

    #: And the image docker id
    image_id = Unicode()

    #: Mapping identifier
    mapping_id = Unicode()

    #: The ip address...
    ip = Unicode()

    #: ...and port where the container service will be listening
    port = Int(80)

    #: The id that will go in the URL of the container.
    #: This is a de-facto replacement for the container docker id. The reason
    #: why we don't use that instead is because the container id is difficult
    #: to obtain reliably from inside the container, and because we want more
    #: flexibility in the form of the user-exposed id.
    #: Important: must be globally unique, not just per-user unique.
    url_id = Unicode()

    #: The user currently running the container
    user = Unicode()

    #: The url path of the container as it is exported to the user.
    #: e.g. "/home/test/containers/12345"
    #: Must not have an end slash.
    urlpath = Unicode()

    # The docker realm under which the container is running.
    realm = Unicode()

    @validate("urlpath")
    def _urlpath_validate(self, proposal):
        if proposal['value'].endswith('/'):
            raise TraitError("urlpath cannot end with a /")
        return proposal['value']

    @property
    def host_url(self):
        """Returns the docker host where this server can be reached,
        in url form."""
        return "http://{ip}:{port}".format(
            ip=self.ip,
            port=self.port,
        )

    def __repr__(self):
        return (
            '<Container(' +
            ", ".join(
                "{}={}".format(name, getattr(self, name))
                for name in self.trait_names()
                ) +
            ")>")

    @classmethod
[docs]    def from_docker_dict(cls, docker_dict):
        """Returns a Container object with the info given by a
        docker Client.

        Parameters
        ----------
        docker_dict : dict
            One item from the result of docker.Client.containers

        Returns
        -------
        container : remoteappmanager.docker.container.Container

        Examples
        --------
        >>> # containers is a list of dict
        >>> containers = docker.Client().containers()

        >>> Container.from_docker_dict(containers[0])
        """

        is_inspect_container_output = ("Config" in docker_dict)

        kwargs = dict(
            docker_id=docker_dict.get('Id') or '',
            ip=cls.ip.default_value,
            port=cls.port.default_value,
        )

        if is_inspect_container_output:
            # It's a client.inspect_container() output

            network_settings = docker_dict.get("NetworkSettings") or {}
            ports = network_settings.get("Ports") or {}
            # unfortunately, in the case of a running container, we don't have
            # a single list. Instead, we have a dict where the keys are
            # the "port identifier" (e.g. 8888/tcp) and the value is a list
            # of dictionaries.
            # We assume that we only have one, as above
            if len(ports) > 1:
                raise ValueError("Container Ports had more than one element.")

            if len(ports):
                port_values = list(ports.values())[0]
                if len(port_values) > 1:
                    raise ValueError("Container Ports values had "
                                     "more than one element.")

                if len(port_values):
                    kwargs["ip"] = port_values[0].get("HostIp") or kwargs["ip"]
                    kwargs["port"] = int(port_values[0].get("HostPort") or
                                         kwargs["port"])

            config = docker_dict.get("Config", {})
            labels = config.get("Labels")

            kwargs["image_name"] = config.get("Image")
            kwargs["image_id"] = docker_dict["Image"]
            kwargs["name"] = docker_dict["Name"]
        else:
            # It's a client.containers() output, so we have different rules.
            ports = docker_dict.get('Ports') or []
            if len(ports) > 1:
                raise ValueError("Container Ports had more than one element.")

            if len(ports):
                kwargs["ip"] = ports[0].get('IP') or kwargs["ip"]
                kwargs["port"] = int(ports[0].get('PublicPort') or
                                     kwargs["port"])

            labels = docker_dict.get("Labels") or {}

            kwargs["image_name"] = docker_dict.get('Image') or ''
            kwargs["image_id"] = docker_dict.get("ImageID") or ''
            names = docker_dict.get("Names") or ('', )
            kwargs["name"] = names[0]

        kwargs["mapping_id"] = labels.get(SIMPHONY_NS_RUNINFO.mapping_id) or ""
        kwargs["url_id"] = labels.get(SIMPHONY_NS_RUNINFO.url_id) or ""
        kwargs["user"] = labels.get(SIMPHONY_NS_RUNINFO.user) or ""
        kwargs["urlpath"] = labels.get(SIMPHONY_NS_RUNINFO.urlpath) or ""
        kwargs["realm"] = labels.get(SIMPHONY_NS_RUNINFO.realm) or ""

        try:
            return cls(**kwargs)
        except TraitError as e:
            raise ValueError(
                "Data does not satisfy trait constraints. "
                "{}.".format(e))
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  Source code for remoteappmanager.cli.remoteapprest.__main__

#!/usr/bin/env python
import sys
import os
import requests
import requests.utils
import json
from urllib.parse import urljoin

import click

from requests.packages.urllib3.exceptions import InsecureRequestWarning
from requests.packages.urllib3 import disable_warnings


[docs]class Credentials:
    """Data class to hold the credentials extracted from the credential file.
    """
    def __init__(self, url, username, cookies):
        self.url = url
        self.username = username
        self.cookies = cookies

    @classmethod
[docs]    def from_file(cls, credentials_file):
        """Extracts the authorization info from the credentials file.
        Returns a tuple with url, username, and a dict of credentials
        cookies"""
        with open(credentials_file, "r") as f:
            lines = f.readlines()

        url = lines[0].strip()
        username = lines[1].strip()
        cookies = {}
        for line in lines[2:]:
            k, v = line.split('=', 1)
            cookies[k.strip()] = v.strip()

        return cls(url, username, cookies)


[docs]    def write(self, credentials_file):
        """Stores the credentials in a credentials file."""
        with open(credentials_file, "w") as f:
            f.write("{}\n".format(self.url))
            f.write("{}\n".format(self.username))
            for k, v in self.cookies.items():
                f.write("{}={}\n".format(k, v))




[docs]class RemoteAppRestContext:
    """The click context passed around."""
    credentials_file = None
    credentials = None



@click.group()
@click.option("--credentials-file",
              default=os.path.expanduser("~/.remoteapprest"),
              help="Specify a different credentials file.")
@click.pass_context
def cli(ctx, credentials_file):
    """Command line interface to start, stop, and inquire applications
    on the remote application server."""
    ctx.obj = RemoteAppRestContext()
    ctx.obj.credentials_file = credentials_file
    try:
        ctx.obj.credentials = Credentials.from_file(credentials_file)
    except IOError:
        ctx.obj.credentials = None


@cli.command()
@click.argument("url")
@click.option("--username", prompt=True)
@click.option('--password',
              prompt=True,
              confirmation_prompt=False,
              hide_input=True)
@click.pass_context
def login(ctx, url, username, password):
    """Performs login on the remote server at the specified URL."""
    login_url = urljoin(url, "/hub/login")

    payload = {"username": username, "password": password}

    # Unfortunately, jupyterhub handles the afterlogin with an immediate
    # redirection, meaning that we have to check for a 302 and prevent
    # redirection in order to capture the cookies.
    try:
        response = requests.post(login_url, payload, verify=False,
                                 allow_redirects=False)
    except Exception as e:
        print("Could not perform request. {}".format(e), file=sys.stderr)
        sys.exit(1)

    if response.status_code == 302:
        cookies_dict = requests.utils.dict_from_cookiejar(response.cookies)
        cred = Credentials(url, username, cookies_dict)
        cred.write(ctx.obj.credentials_file)
    else:
        print("Failed to perform login. Server replied with error: {}".format(
            response.status_code), file=sys.stderr)
        sys.exit(1)

# -------------------------------------------------------------------------


@cli.group()
@click.pass_context
def app(ctx):
    """Various subcommands to inquire the remote server."""
    if ctx.obj.credentials is None:
        raise click.ClickException("Missing credentials. "
                                   "Use the login command to authenticate.")


@app.command()
@click.pass_context
def available(ctx):
    """Shows the available applications."""
    cred = ctx.obj.credentials
    url, username, cookies = cred.url, cred.username, cred.cookies

    request_url = urljoin(url,
                          "/user/{}/api/v1/applications/".format(username))
    response = requests.get(request_url, cookies=cookies, verify=False)

    data = json.loads(response.content.decode("utf-8"))
    for item_id in data["items"]:
        request_url = urljoin(url,
                              "/user/{}/api/v1/applications/{}/".format(
                                  username,
                                  item_id))
        response = requests.get(request_url, cookies=cookies, verify=False)
        app_data = json.loads(response.content.decode("utf-8"))
        print("{} : {}".format(item_id, app_data["image"]["ui_name"]))


@app.command()
@click.argument("identifier")
@click.pass_context
def start(ctx, identifier):
    """Starts a container for application identified by IDENTIFIER.
    If a container is already running, restarts it."""
    cred = ctx.obj.credentials
    url, username, cookies = cred.url, cred.username, cred.cookies

    request_url = urljoin(url,
                          "/user/{}/api/v1/containers/".format(username))

    payload = json.dumps(dict(
        mapping_id=identifier
    ))

    response = requests.post(request_url, payload, cookies=cookies,
                             verify=False)
    if response.status_code == 201:
        location = response.headers["Location"]
        print(location)


@app.command()
@click.argument("identifier")
@click.pass_context
def stop(ctx, identifier):
    """Stop a container identified by IDENTIFIER"""
    cred = ctx.obj.credentials
    url, username, cookies = cred.url, cred.username, cred.cookies

    request_url = urljoin(url,
                          "/user/{}/api/v1/containers/{}/".format(
                              username,
                              identifier))
    response = requests.delete(request_url, cookies=cookies, verify=False)
    print(response.status_code)


@app.command()
@click.pass_context
def running(ctx):
    """Shows the currently running containers."""
    cred = ctx.obj.credentials
    url, username, cookies = cred.url, cred.username, cred.cookies

    request_url = urljoin(url,
                          "/user/{}/api/v1/containers/".format(
                              username))
    response = requests.get(request_url, cookies=cookies, verify=False)
    data = json.loads(response.content.decode("utf-8"))
    for item_id in data["items"]:
        request_url = urljoin(url,
                              "/user/{}/api/v1/containers/{}/".format(
                                  username,
                                  item_id))
        response = requests.get(request_url, cookies=cookies, verify=False)
        app_data = json.loads(response.content.decode("utf-8"))
        print("{} : {}".format(
            item_id, app_data["image_name"]
        ))


[docs]def main():
    # We silence the insecure requests warnings we get for using
    # self-signed certificates.
    disable_warnings(InsecureRequestWarning)
    cli(obj=RemoteAppRestContext())



if __name__ == '__main__':
    main()
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  Source code for remoteappmanager.services.reverse_proxy

from urllib import parse

from tornado import gen, httpclient
from jupyterhub import orm as jupyterhub_orm
from traitlets import HasTraits, Unicode, Instance

from remoteappmanager.logging.logging_mixin import LoggingMixin


[docs]class ReverseProxy(LoggingMixin, HasTraits):
    """Represents the remote reverse proxy. It is meant to have a high
    level API."""
    #: The endpoint url at which the reverse proxy has its api
    endpoint_url = Unicode()

    #: The authorization API token to authenticate the request
    api_token = Unicode()

    #: Internal instance of the reverse proxy API
    _reverse_proxy = Instance(jupyterhub_orm.Proxy)

    def __init__(self, *args, **kwargs):
        """Initializes the reverse proxy connection object."""
        super().__init__(*args, **kwargs)

        if not self.api_token:
            message = ("invalid proxy API Token to initialise "
                       "the reverse proxy connection.")
            self.log.error(message)
            raise ValueError(message)

        if not self.endpoint_url:
            message = ("invalid proxy endpoint url to initialise "
                       "the reverse proxy connection.")
            self.log.error(message)
            raise ValueError(message)

        # Note, we use jupyterhub orm Proxy, but not for database access,
        # just for interface convenience.
        self._reverse_proxy = jupyterhub_orm.Proxy(
            auth_token=self.api_token,
            api_server=_server_from_url(self.endpoint_url)
        )

        self.log.info("Reverse proxy setup on {}".format(
            self.endpoint_url,
        ))

    @gen.coroutine
[docs]    def register(self, urlpath, target_host_url):
        """Register a given urlpath to redirect to a different target host.
        The operation is idempotent.

        Parameters
        ----------
        urlpath: str
            The absolute path of the url (e.g. /my/internal/service/)"

        target_host_url:
            The host to redirect to, e.g. http://127.0.0.1:31233/service/
        """
        self.log.info("Registering {} redirection to {}".format(
            urlpath,
            target_host_url))

        yield self._reverse_proxy.api_request(
            urlpath,
            method='POST',
            body=dict(
                target=target_host_url,
            )
        )


    @gen.coroutine
[docs]    def unregister(self, urlpath):
        """Unregisters a previously registered urlpath.
        If the urlpath is not found in the reverse proxy, it will not raise
        an error, but it will log the unexpected circumstance.

        Parameters
        ----------
        urlpath: str
            The absolute path of the url (e.g. /my/internal/service/"
        """
        self.log.info("Deregistering {} redirection".format(urlpath))

        try:
            yield self._reverse_proxy.api_request(urlpath, method='DELETE')
        except httpclient.HTTPError as e:
            if e.code == 404:
                self.log.warning("Could not find urlpath {} when removing"
                                 " container. In any case, the reverse proxy"
                                 " does not map the url. Continuing".format(
                                     urlpath))
            else:
                raise e




def _server_from_url(url):
    """Creates a orm.Server from a given url"""
    parsed = parse.urlparse(url)
    return jupyterhub_orm.Server(
        proto=parsed.scheme,
        ip=parsed.hostname,
        port=parsed.port,
        base_url=parsed.path
    )
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  Source code for remoteappmanager.services.hub

from urllib.parse import quote

from tornado import gen, escape
from tornado.httpclient import AsyncHTTPClient
from traitlets import HasTraits, Unicode

from remoteappmanager.logging.logging_mixin import LoggingMixin
from remoteappmanager.utils import url_path_join


[docs]class Hub(LoggingMixin, HasTraits):
    """Provides access to JupyterHub authenticator services."""

    #: The url at which the Hub can be reached
    endpoint_url = Unicode()

    #: The api token to authenticate the request
    api_token = Unicode()

    def __init__(self, *args, **kwargs):
        """Initializes the hub connection object."""
        super().__init__(*args, **kwargs)

        if not self.api_token:
            message = ("Invalid API Token to initialise "
                       "the hub connection.")
            self.log.error(message)
            raise ValueError(message)

        if not self.endpoint_url:
            message = ("Invalid endpoint url to initialise "
                       "the hub connection.")
            self.log.error(message)
            raise ValueError(message)

    @gen.coroutine
[docs]    def verify_token(self, cookie_name, encrypted_cookie):
        """Verify the authentication token and grants access to the user
        if verified.

        Parameters
        ----------
        cookie_name: str
            A string containing the conventional name of the cookie.
        encrypted_cookie: str
            the cookie content, as received by JupyterHub (encrypted)

        Returns
        -------
        user_data : dict
            If authentication is successful, user_data contains the user's
            information from jupyterhub associated with the given encrypted
            cookie.  Otherwise the dictionary is empty.
        """

        # URL for the authorization request
        request_url = url_path_join(self.endpoint_url,
                                    "authorizations/cookie",
                                    cookie_name,
                                    quote(encrypted_cookie, safe=''))

        client = AsyncHTTPClient()
        r = yield client.fetch(
                request_url,
                headers={'Authorization': 'token %s' % self.api_token},
                raise_error=False)

        if r.code < 400:
            return escape.json_decode(r.body)
        else:
            return {}
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  Source code for remoteappmanager.logging.logging_mixin

import uuid
import types

from traitlets import (
    HasTraits,
    Instance,
    default
)


[docs]def issue(self, message, exc=None):
    """Accepts a message that will be logged with an additional reference
    code for easy log lookup.

    The identifier will be returned for inclusion in user-visible
    error messages.
    """
    ref = str(uuid.uuid1())

    if exc is None:
        err_message = "{}. Ref: {}".format(message, ref)
    else:
        err_message = "{} : {}. Ref: {}".format(
            message, str(exc), ref)

    self.error(err_message)
    return ref



[docs]class LoggingMixin(HasTraits):
    """A HasTrait class that provides logging. Used as a mixin.
    """

    log = Instance('logging.Logger')

    @default('log')
    def _log_default(self):
        from tornado.log import app_log

        # monkey patch the logger to provide an additional method that handles
        # issues
        app_log.issue = types.MethodType(issue, app_log)
        return app_log
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  Source code for remoteappmanager.db.csv_db

""" This module provides support for using CSV file as the database
of the remoteappmanager.

Expect the first row of the CSV file to contain headers shown as
follows.  The types of their values in the tables are shown in parantheses.

user.name (str)
    Name of the user.

application.image (str)
    Image name of the application.

policy.allow_home (str)
    Is home directory mounted (1 - true, 0 - false).

policy.allow_view (int)
    Is the application viewable by others (1 - true, 0 - false).

policy.allow_common (int)
    Is the common data volume available (1 - true, 0 - false).
    If true, requires definitions of volume_source, volume_target
    and volume_mode.

policy.volume_source (str)
    Path for the common data volume on the host machine.
    If undefined, common data volume is not available.

policy.volume_target (str)
    Target mount point of the common data volue in the application.
    If undefined, common data volume is not available.

policy.volume_mode (str)
   Mode for read/write access ('ro' - read-only, 'rw' - read-write).
   If undefined, common data volume is not available

Note
----

- Additional columns are ignored.
- This reader does not try to eliminate duplicated application and policy
  record for a given user.  It faithfully reads the CSV file and returns
  what it says.

"""

import csv
import uuid

from remoteappmanager.db.interfaces import (
    ABCDatabase, ABCApplication, ABCApplicationPolicy, ABCAccounting)
from remoteappmanager.db.exceptions import UnsupportedOperation
from remoteappmanager.utils import mergedocs, one


[docs]class CSVApplication(ABCApplication):
    pass



[docs]class CSVApplicationPolicy(ABCApplicationPolicy):
    pass



[docs]class CSVAccounting(ABCAccounting):
    pass



# FIXME: The user object could simply be a str (the username)
# We need this because HomeHandler._start_container takes an object with
# the username in its `name` attribute
[docs]class CSVUser(object):
    def __init__(self, id, name):
        self.name = name
        self.id = id



# Required headers of the CSV files
_HEADERS = ('user.name',
            'application.image',
            'policy.allow_home',
            'policy.allow_view',
            'policy.allow_common',
            'policy.volume_source',
            'policy.volume_target',
            'policy.volume_mode')


@mergedocs(ABCDatabase)
[docs]class CSVDatabase(ABCDatabase):
    """ Database class that reads a CSV file and is used by the
    remoteappmanager.  Currently only accepts one csv file.
    """

    def __init__(self, csv_file_path, **kwargs):
        """ Initialiser

        Parameters
        ----------
        csv_file_path : str
            File path for the CSV file

        **kwargs
            optional keyword arguments for open(csv_file_path)
        """
        self.csv_file_path = csv_file_path

        # Let's keep everything in memory for now
        self.all_records = {}
        self.users = {}
        self.users_by_id = {}
        self.applications = {}
        self.application_policies = {}

        with open(self.csv_file_path, **kwargs) as csv_file:
            reader = csv.reader(csv_file)

            # Validate the headers
            headers = next(reader)
            missing_headers = set(_HEADERS) - set(headers)
            if missing_headers:
                msg = ("Expect the first row to contain headers. "
                       "Missing headers: {}")
                raise ValueError(msg.format(", ".join(missing_headers)))

            # Map indices for the columns
            indices = dict(zip(_HEADERS,
                               (headers.index(header) for header in _HEADERS)))

            for count, record in enumerate(reader):
                user_name = record[indices['user.name']]
                user = self.users.get(user_name)

                if user is None:
                    id = len(self.users)
                    user = CSVUser(id=id, name=user_name)
                    self.users[user_name] = user
                    self.users_by_id[id] = user

                image = record[indices['application.image']]
                application = self.applications.setdefault(
                    image,
                    CSVApplication(
                        id=len(self.applications),
                        image=image
                    )
                )

                allow_home = record[indices['policy.allow_home']] == '1'
                allow_view = record[indices['policy.allow_view']] == '1'
                allow_common = record[indices['policy.allow_common']] == '1'
                volume_source = (record[indices['policy.volume_source']] or
                                 None)
                volume_target = (record[indices['policy.volume_target']] or
                                 None)
                volume_mode = (record[indices['policy.volume_mode']] or
                               None)

                application_policy = self.application_policies.setdefault(
                    (allow_home,
                     allow_view,
                     allow_common,
                     volume_source,
                     volume_target,
                     volume_mode),
                    CSVApplicationPolicy(
                        allow_home=allow_home,
                        allow_view=allow_view,
                        allow_common=allow_common,
                        volume_source=volume_source,
                        volume_target=volume_target,
                        volume_mode=volume_mode))

                # Save the configuration
                # Note that we don't filter existing duplicate entry
                self.all_records.setdefault(user.name, []).append(
                    CSVAccounting(
                        id=uuid.uuid4().hex,
                        user=user,
                        application=application,
                        application_policy=application_policy)
                )

[docs]    def get_user(self, *, user_name=None, id=None):
        if not one([user_name, id]):
            raise ValueError("Strictly one argument allowed")

        if user_name is not None:
            return self.users.get(user_name)
        elif id is not None:
            return self.users_by_id.get(id)
        else:
            raise RuntimeError("Impossible condition")  # pragma: no cover


[docs]    def get_accounting_for_user(self, user):
        if user is not None:
            return self.all_records.get(user.name, [])
        else:
            return []


[docs]    def create_user(self, user_name):
        raise UnsupportedOperation()


[docs]    def remove_user(self, *, user_name=None, id=None):
        raise UnsupportedOperation()


[docs]    def list_users(self):
        return list(self.users.values())


[docs]    def create_application(self, app_name):
        raise UnsupportedOperation()


[docs]    def remove_application(self, *, app_name=None, id=None):
        raise UnsupportedOperation()


[docs]    def list_applications(self):
        return list(self.applications.values())


[docs]    def grant_access(self, app_name, user_name,
                     allow_home, allow_view, volume):
        raise UnsupportedOperation()


[docs]    def revoke_access(self, app_name, user_name,
                      allow_home, allow_view, volume):
        raise UnsupportedOperation()


[docs]    def revoke_access_by_id(self, mapping_id):
        raise UnsupportedOperation()
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  Source code for remoteappmanager.db.interfaces

from abc import ABCMeta, abstractmethod
import inspect as _inspect


[docs]class ABCApplication(metaclass=ABCMeta):
    """ Description of an application """

    def __init__(self, id, image):
        #: Numerical id
        self.id = id

        #: Name of the image
        self.image = image

    def __repr__(self):
        args = _inspect.getargs(ABCApplication.__init__.__code__).args[1:]

        return "<{cls}({spec})>".format(
            cls=self.__class__.__name__,
            spec=", ".join("{0}={1!r}".format(arg, getattr(self, arg))
                           for arg in args))



[docs]class ABCApplicationPolicy(metaclass=ABCMeta):
    """ Policy for an application
    """

    def __init__(self, allow_home=False, allow_view=False, allow_common=False,
                 volume_source=None, volume_target=None, volume_mode=None):

        #: Is the home directory mounted
        self.allow_home = allow_home

        #: Is the application viewable by others
        self.allow_view = allow_view

        #: Is the common data volume for the application mounted
        self.allow_common = allow_common

        #: Source path for the common data volume on the host machine
        self.volume_source = volume_source

        #: Target mount point of the common data volume in the application
        self.volume_target = volume_target

        #: Mode for read-write access (ro = Read-only. rw = Read-write)
        self.volume_mode = volume_mode

    def __repr__(self):
        args = _inspect.getargs(
            ABCApplicationPolicy.__init__.__code__).args[1:]

        return "<{cls}({spec})>".format(
            cls=self.__class__.__name__,
            spec=", ".join("{0}={1!r}".format(arg, getattr(self, arg))
                           for arg in args))



[docs]class ABCAccounting(metaclass=ABCMeta):
    def __init__(self, id, user, application, application_policy):
        self.id = id
        self.user = user
        self.application = application
        self.application_policy = application_policy



[docs]class ABCDatabase(metaclass=ABCMeta):
    """ Main accounting interface required by the single user application.
    """

    @abstractmethod
[docs]    def get_user(self, *, user_name=None, id=None):
        """ Return a User for a given user_name or id, or return
        None if the User is not found. Only one argument is allowed.

        Parameters
        ----------
        user_name : str
            The user name

        id: int
            An id

        Returns
        -------
        user : opaque-type
           an user object that the database understands
        """


    @abstractmethod
[docs]    def get_accounting_for_user(self, user):
        """ Returns the accounting information for a given user

        Parameters
        ----------
        user : opaque-type
           Same type as the result of `get_user`

        Returns
        -------
        list
           each item of the list should be an instance satisfying the
           ABCAccounting format (duck typing)
        """


    @abstractmethod
[docs]    def create_user(self, user_name):
        """Creates a user with the specified username, if the backend
        allows it.

        Parameters
        ----------
        user_name: str
            The user name

        Returns
        -------
        id: int
            The unique id of the user

        Raises
        ------
        exceptions.Exists
            If the user with that name already exists.
        """


    @abstractmethod
[docs]    def remove_user(self, *, user_name=None, id=None):
        """Removes a user by name or id, if the backend allows it.
        Only one argument is allowed. If the user is not present,
        does nothing.

        Parameters
        ----------
        user_name: str
            The user name
        """


    @abstractmethod
[docs]    def list_users(self):
        """Returns a list of all available users.

        Returns
        -------
        users: list
            A list of users.
        """


    @abstractmethod
[docs]    def create_application(self, app_name):
        """Creates a new application with the specified name.
        Raises if an application with the same name already exists

        Parameters
        ----------
        app_name: str
            The name of the application

        Returns
        -------
        id: int
            The id of the created application

        Raises
        ------
        exceptions.Exists
            If the application already exists.
        """


    @abstractmethod
[docs]    def remove_application(self, *, app_name=None, id=None):
        """Remove an existing application by name or id, depending
        what is provided. Only one argument is allowed.
        If the application is not present, does nothing.

        Parameters
        ----------
        app_name: str
            The name of the application

        id: int
            The id of the application

        Raises
        ------
        exception.NotFound
            If the application is not found.
        """


    @abstractmethod
[docs]    def list_applications(self):
        """List all available applications

        Returns
        -------
        applications: list
            A list of the available apps.
        """


    @abstractmethod
[docs]    def grant_access(self, app_name, user_name,
                     allow_home, allow_view, volume):
        """Grant access for user to application.

        Parameters
        ----------
        app_name: str
            The name of the application

        user_name: str
            The name of the user

        allow_home: bool
            If the home workspace should be mounted.

        allow_view: bool
            If the session should be visible by others.

        volume: str
            A volume to mount in the format source_path:target_path:mode
            mode being "ro" or "rw".
            (e.g. "/host/path:/container/path:ro").

        Raises
        ------
        exception.NotFound:
            if the app or user are not found.
        ValueError:
            if the volume string is invalid.

        Returns
        -------
        id : str
            A 32 characters id (mapping_id)
        """


    @abstractmethod
[docs]    def revoke_access(self, app_name, user_name,
                      allow_home, allow_view, volume):
        """Revoke access for user to application.

        Parameters
        ----------
        app_name: str
            The name of the application

        user_name: str
            The name of the user

        allow_home: bool
            If the home workspace should be mounted.

        allow_view: bool
            If the session should be visible by others.

        volume: str
            A volume to mount in the format source_path:target_path:mode
            mode being "ro" or "rw".
            (e.g. "/host/path:/container/path:ro").

        Raises
        ------
        exception.NotFound:
            if the app or user are not found.
        ValueError:
            if the volume string is invalid.
        """


    @abstractmethod
[docs]    def revoke_access_by_id(self, mapping_id):
        """Like revoke_access, but uses the mapping id instead."""
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A new user does not see the applications I am adding


You have to restart the user server. As a jupyterhub administrator, go to


https://your.jupyterhub.url/hub/admin


and restart the user server.


This problem will appear under this circumstance:
1. User who is not in the remoteappmanager db yet performs a login.
2. Admin adds User to remoteappmanager db, and grants him some applications.
3. User will not see the applications.


The reason is the following: when the user first performs the login, the
remoteappmanager subprocess is started. The authentication mechanism looks the
user up in the remoteappmanager database, does not find it, and therefore sets
account to None.  This operation is never performed again, so the user remains
None even if later on it is added to the database. Only by restarting
remoteappmanager the lookup is performed again.


It is debatable if this behavior is a bug or not (after all, bash also won’t
alter your current enviroment if root changes /etc/bashrc, and you will have to
logout to get the new environment). Issue #305 debates this point.





I use the GitHub authenticator. A GitHub user has capitalisation in its username, but I see it as lowercase.


This is by design in both GitHub and JupyterHub. GitHub usernames are case insensitive, and case preserving.
JupyterHub authenticator always normalises the usernames to lowercase.
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